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5 Challenges in Active 

Directory Management and 

How to Manage Them



}Active Directory General Limitations

}Password and User management

}Provisioning and deprovisioning ðconsistency 
through centralized management

}How to successfully perform granular restores 
of AD objects

}Active monitoring of managed and unmanaged 
changes

}Better management of security through 
delegation of roles 



}Active Directory Users and Computers (ADUC) 
offers very limited management capabilities

}Creation and management of users and 
computers is cumbersome

}Thereõs no easy way to customize user and 
computer objects

}Delegation of routine tasks to IT staff is 
difficult



}Active Directory lacks Web - based interface

}ADUC suffers from the limitations imposed by 
MMC

}Managing and resetting user passwords is a 
major pain point for IT departments

}Users must rely on IT to unlock their accounts

}Search functionality is limited 



}Managing objects and security across 
domains and forests is not very easy 

}Group Policy Management Console (GPMC) 
offers better management of GPOs but still 
lacks enhanced functionality (no quality 
reporting, rudimentary application of WMI 
filters, etc.)

}ADUC offers very limited customization



}Better management of permissions for Users 
and Groups is sorely missing in AD

}There is no single tool to centrally manage 
AD

}There is no built - in reporting capability 
included with ADUC

}NTDSUTIL, perhaps the most important tool 
in AD, is the most cumbersome AD tool and 
has no GUI version



}ADUC does note accommodate change 
management

}AD lacks change notifications and alerts

}Current AD versions lack a Recycle Bin feature

}There has been no significant improvement in 
ADUC in almost 10 years

NOTE: Windows Server 2008 R2 offers significant 
improvements over its predecessors but wonõt 
be released until 10/22/09 and is beyond the 
scope of this presentation.



}Password and User management
}Provisioning and deprovisioning ð

consistency through centralized 
management

}How to successfully perform granular 
restores of AD objects

}Active monitoring of managed and 
unmanaged changes

}Better management of security through 
delegation of roles 



}According to researchers, up to 40% of all 
helpdesk calls can be related to password 
reset issues

}People have trouble remembering 
passwords so they use simple passwords, 
write them down, reuse old passwords, 
share them with friends, or forget their 
passwords



}Users do not have the ability to reset their 
own forgotten passwords

}Users cannot unlock their own account
}People are told to remember complex 

passwords and then change them 
frequently

}Intruder lockout feature can be used as a 
denial of service ( DoS) attack

}Built - in Administrator account cannot be 
locked out (unless you use PassProp.exe)



}Businesses have a need to provision and 
deprovision User accounts automatically

}Creation of multiple accounts requires 
scripting or third - party tools

}ADUC is not designed for automatic 
deprovisioning of User accounts

}MMCs are not an ideal solution to centralize 
all the Active Directory tools



}AD is not designed to offer quick, granular 
restore of objects

}Restoration of AD objects is not only 
cumbersome, it requires shutting down the 
Domain Controller

}To restore individual objects you must go 
through numerous hoops

}In most cases, authoritative restores first 
require non - authoritative restores



}AD lacks active monitoring of managed and 
unmanaged changes

}Changes to GPOs cannot be easily 
monitored

}You canõt automatically get notified if users 
are added to the Administrators group

}Management of changes to security groups 
is difficult


