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Contact Notes:

For technical support or feature requests, please contact us at Support@CionSystems.com or
425.605.5325

For sales or other business inquiries, we can be reached at Sales@CionSystems.com or
425.605.5325

If you'd like to view a complete list of our Active Directory Management solutions, please visit
us online at www.CionSystems.com

Disclaimer

The information in this document is provided as information only. No warranty on the accuracy
of the information, express or implied, No license, express or implied, to any intellectual
property right is granted by this document or in connection with the sale of CionSystems
products. EXCEPT AS SET FORTH IN CIONSYSTEMS'LICENSE AGREEMENT FOR THIS
PRODUCT, CIONSYSTEMS INC. ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY
EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING BUT
NOT LIMITED TO THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL CIONSYSTEMS INC. BE
LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL,PUNITIVE, SPECIAL OR INCIDENTAL
DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS
INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE
THIS DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN ADVISED IN WRITING OF THE
POSSIBILITY OF SUCH DAMAGES. CionSystems may update this document without notice.

CionSystems Inc
16625 Redmond Way,
Ste M106

Redmond, WA 98052
425.605.5325

This guide is provided for informational purposes only, and the contents may not be
reproduced or transmitted in any form or by any means without written permission.

Trademarks

CionSystems, CionSystems Inc., the CionSystems Inc. logo, CionSystems Active Directory Self-Service
are trademarks of CionSystems. Other trademarks and registered trademarks used in this guide are property
of their respective owners.
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SSL Installation Procedure

1. Introduction

SSL (Secure Sockets Layer) is the standard security technology for establishing an encrypted link
between a web server and a browser. A browser requests a secure page (usually https://).This
link ensures that all data passed between the web server and browsers remain private and
integral. SSL is an industry standard and is used by millions of websites in the protection of their
online transactions with their customers.

To be able to create an SSL connection a web server requires an SSL Certificate. When you
choose to activate SSL on your web server you will be prompted to complete a number of
guestions about the identity of your website and your company. Your web server then creates
two cryptographic keys - a Private Key and a Public Key.

The Public Key does not need to be secret and is placed into a Certificate Signing Request (CSR) -
a data file also containing your details. You should then submit the CSR. During the SSL
Certificate application process, the Certification Authority will validate your details and issue an
SSL Certificate containing your details and allowing you to use SSL. Your web server will match
your issued SSL Certificate to your Private Key. Your web server will then be able to establish an
encrypted link between the website and your customer's web browser.

The complexities of the SSL protocol remain invisible to your customers. Instead their browsers
provide them with a key indicator to let them know they are currently protected by an SSL
encrypted session - the lock icon in the lower right-hand corner, clicking on the lock icon
displays your SSL Certificate and the details about it. All SSL Certificates are issued to either
companies or legally accountable individuals.

Typically an SSL Certificate will contain your domain name, your company name, your address,
your city, your state and your country. It will also contain the expiration date of the Certificate
and details of the Certification Authority responsible for the issuance of the Certificate. When a
browser connects to a secure site it will retrieve the site's SSL Certificate and check that it has
not expired, it has been issued by a Certification Authority the browser trusts, and that it is
being used by the website for which it has been issued. If it fails on any one of these checks the
browser will display a warning to the end user letting them know that the site is not secured by
SSL.

CionSystems active directory self-service application is a web based application. You can
configure the application to use https instead of default http connection by following the below
process. These steps are same as you would take for protecting any website.

Note: This document describes a generic process for configuring web based application along

with a way to obtain generic certificates. For your specific needs you need to contact the
certificate authorities or certificate vendor o obtain the right certificate for your needs.

2. Prepare a certificate signing request
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— Type the name of a program, Folder, document, or
Interrnet resource, and Mindows will open it far yaou,

HE|

Open: |
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Cancel | Browse, ., |

1. Choose start button and click on run
2. Now enter “inetmgr” and click on ok

t Internet Information Services {IIS) Manager [_[a]x .
ﬁ Elle  Action ¥iew ‘Window Help ‘ =131
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?Ig Internet Information Services || Computer | Local I “Wersion I Status
(=158 QASRYR (lacal computer) | S QASRYR (local computer) Yes 1S 6.0
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Help
| B
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distart| | [ @& @ * ||¥g internet Information ... & 12:55PM

3. 1IS Manager window will open
4. Open the site window you want to protect. Here we are selecting default website
5. Right click on the selected site and click on properties option and it will open the selected site

properties window
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Default Web Site Properties EE |

BITS Server Extension I Server Extensions 2002
YWeh Site | Ferformance I I1S4P Filkers I Haome Directon I Documents
Directory Security I HTTP Headers I Custarn Errors

—Authentication ahd access control

Enable anonymous access and edit the
w authentication methods for this resounce.

ST

— IP address and domain name restrictions

Grant or deny access ta this rezource using
IP addreszes or Intemet domain names.

Edit. |

— Secure communications

Require secure communications and
enable client certificates when this

[esOLUIcE it accessed. i N
Wiew Certificate, .

Server Certificate. .. |

Edit. |

ok | Cancel | Apply | Help |

6. From property window, select the directory security tab
7. Click the button labeled server certificate to start the webserver.

Note: If the Server Certificate button is not available or button is disabled. Follow the below
process. If Server Certificate button is available or button is enabled then follow step 8.

2.1 If the Server Certificate button is not available or button is disabled

SYMPTOMS: When you try to generate a certificate request by using the Internet Information
Services (1IS) Certificate Wizard from the properties of a site, the Server Certificate button may
be unavailable or you may receive an error message similar to the following:

Error: The Instruction at "0X64e6a38e" referenced memory at 0X00000000. The memory could
not be "read".

Note: You may also see the IIS Manager close without error.
CAUSE: The Xenroll.dll file is not properly registered.

RESOLUTION: Xenroll.dll is located in the \Winnt\System32 directory.
Note: Winnt is your %windir% directory. Follow these steps to reregister Xenroll.dll:

1. Open Windows Explorer, expand the Winnt directory, and then click the System32
directory.

2. Click Start, click Run, and then type Regsvr32 in the text box.

3. In Windows Explorer, locate Xenroll.dll in the \Winnt\System32 directory, and then drag

Xenroll.dll into the text box that is described in step 2.
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4, Click OK. A message box states that the Xenroll.dll registration is successful.

If registering the Xenroll.dll file does not resolve this issue, register the following additional files
by using the same steps:

. \%systemroot%\system32\inetsrv\certmap.ocx

. \%systemroot%\system32\inetsrv\certwiz.ocx

Close the IIS Properties window, and then open the Web site properties. Verify that you can
create a certificate request.

MORE INFORMATION: The Certwiz.ocx control wizard calls the Xenroll.dll dynamic-link library
(DLL) when you click Server Certificate.

Steps to reproduce the behavior

1. Open Windows Explorer, expand the Winnt directory, and then click the System32
directory.

2. Click Start, click Run, and then type Regsvr32 /u in the text box.

3. In Windows Explorer, locate Xenroll.dll in the \WINNT\System32 directory, and then
drag Xenroll.dll into the text box that is described in step 2.

4, Click OK. A message box states that the Xenroll.dll unregistration is successful.

5. Open the IIS Service Manager Microsoft Management Console (MMC), right-click a Web
site, and then click Properties.

6. In the site property window, click the Directory Security tab.

7. Click Server Certificate to open the IIS Certificate Wizard. You receive the error message

that is described in the "Symptoms" section.

8. Click the server certificate to begin the process

Welcome to the Web Server Certificate Wizard. E3 |

Welcome to the Web Server

% Centificate Wizard
N

Thiz wizard helps you create and adminizter server
certificates used in zecure Web communications
between your server and a client.

Statuz of your Web Server

Your web Server doesn't have a certificate installed
and you don't have any pending requests.
Certificate Wizard will help vou to create a new
certificate for thiz Web Server or attach to an
existing certificate.

To continue, click Nesxt.

< Back

Cancel |

9. Click Next
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115 Certificate Wizard
Server Certificate
These are the methodz for azsigning a certificate to a\Web site.

Select the method you want to use for thiz web zite;

{* Lreate a new certficate

" Assign an existing certificate
" Impaort a certificate from a ey Manager backup file.
" Import a certificate from a . pkx file

" Copy or Move a certificate from a remote server site to this site,

< Back I Hest = I Cancel

10 .The first screen of the wizard asks you to select the number of options. In this case we wants
to Create a new certificate

11. Select the create new certificate option and click next

115 Certificate Wizard

Delaved or Immediate Request

Y'ou can prepare a request to be gent later, or you can send one
immediatel.

Do you want bo prepare a certificate request to be zent later, or do yau want to zend it
immediately to an anline certification authaoriy?

¥ Prepare the request now, but send it later

= Sendthe request immediately bo an online certification autharity

< Back I Mest > I Cancel

12. It will open the “Delayed or immediate request “window
13. Now select the “Prepare the request now, but send it later” option and click next
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115 Certificate Yizard

Mame and Security Settings
Your news certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for pou to refer to and
remenmber.

M ame:

The kit l[ength of the enciyplion key determines the certificate's enciyption strength.
The areater the bit length, the stronger the security. Howewer, a areater bit length may
decreaze perfarmance.

Bit lenath: 1024 j

[~ Select cryptographic service provider [CSF] for this certificate

< Back I Mest > I Cancel

14. Type the name of the certificate and click next

115 Certificate Wizard

Organization Information
Y'our certificate must include information about wour arganization that
diztinguizhes it from ather arganizations.

Select or lype vour arganization's name and pour organizational unit. This iz wpically the
legal name of wour organization and the name of pour division or department.

Far further information, conzulk certification authariby's Web zite.
Organization;
Iu:iu:-ns_l,ltems j

Organizatianal unit:

Iu:iu:-r" j

¢ Back I Mest > I Cancel

15. Enter the organization and organization unit name and click next
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115 Certificate Wizard
Your Site's Common Hame
Y'our Web zite's common name is itz fully qualified domain name.

Twpe the commorn hame for your zite. If the zerver iz on the Intemet, uge a valid DMS
name. If the server iz on the intranet, you may prefer to uze the computer's HetBl0S
harne.

If the commaon name chanages, vau will heed to obtain a new certificate.

LCormman harme:

< Back I et > I Cancel

16. Type the common name of your certificate and click on next

115 Certificate Wizard

Geographical Information
The certifization authaority requires the following geographical infarmation,

LCauntry/R eqian:
US (United States] = |

State/province:
I Mew york, j
Citylocality:

I Mews pork| j

State/province and Citydlocality must be complete, official names and may not contain
abbreviations.

¢ Back I Mext > I Cancel
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17. Enter the details of your country and state, city and click next

115 Certificate Wizard
Certificate Bequest File Hame

Your certificate request iz zaved as a text file with the file name pou
specify,

Enter a file name far the certificate request.

File name:

< Back I Mest > I Cancel

18. Enter the file name with .cer extension and click next
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I1IS Certificate Wizard

Request File Summary
You have chosen to generate a request file.

To generate the following request, click Next.
File name: c:\certreq.cer

Your request contains the following information:

lssued To cionsystems
Friendly Name Default ‘\Web Site
Country/Region us

State / Province New york

City New vork
Organization cionsytems
Organizational Unit cioh

Cancel

19. Request file summary will open and now click next

IIS Certificate Wizard |

Completing the Web Server
@ Certificate Wizard
N

You have successfully completed the Web Server -
Certificate wizard. & certificate request was created and
zaved ta the file:

o hoertre.cer
Send ar e-mail thiz file to vour certification authority,

which will send vou a responze file containing your new
certificate. j

To cloge thiz wizard, click Finizh.

< Back

Canzel |

20. Click on finish.
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Now you have completed the web server certificate wizard .A certificate request was created
and saved to the file location c:\certreq.cer

Now go to the saved file path and open the file with notepad there we can find the CSR
associated with the certificate request and it will be like this

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIDSDCCArECAQAWDTELMAKGALUEBhMCVVMXEjAQBgNVBAgTCSBOZXcgeW9yazES
MBAGA1UEBxMJIE5IdyB5b3JrMRMWEQYDVQQKEwpjaW9uc3l0ZW1zMQOwCwYDVQQL
EwRjaWIuMRIWEAYDVQQDEwlhaXRzLXNydnlwgZ8wDQYJKoZIhvcNAQEBBQADgY0A
MIGJA0GBAKEBs8SXGSbufqlrkQb214kBLTSAMNHNQMmMQmM7MgV3ZiWStbgJz/OeBs
VrQMfX321dOSb20CG4Rvv8S2Tg7zEdv3pf+4BH/gJj+sqadv/Cyywgh5k9ck3Liz
C7luFdC3+HzY2HbG5INNMVATJI37xuQhUgl6 TpC+ZxZmVEFIgERTDAgMBAAGQgg9GZ
MBoGCisGAQQBgjcNAgMxDBYKNS4yLjM30OTAuM]jB7BgorBgEEAY I3AgEOMWOwazAO
BgNVHQ8BAFBEBAMCBPAWRAY JKoZIhveNAQkPBDcwNTAOBggghkiGOwWODAgICAIAW
DgYIKoZIhveNAWQCAJCAMACGBSsOAWIHMA0GCCqGSIb3aADQMHMBMGA1UJdIQQMMA0G
CCsGAQUFBWMBMIH9BgorBgEEAY I3DQICMYHUMIHrAgEBHIOATQBpAGMACgBVAHMA
bwBMAHQAIABSAFMAQQAJAFMAQWBOAGEAbgBUAGUADBAAGAEMACGBSAHAAJABVAGC
A

cgBhAHAAaABpAGMAIABQAHIAbwB2AGKAZABIAHIDgY KAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADANBGkghkiGOIWOBAQUFAAOBYgQB+PR6
h

WSRWVXAXelMEKJIx9p1EO0zmXsbMMQax5VsfKxz/ISWFdLg+NO4luswHegJGnl4ywe
MEW2cTeA3nL8LIRMRpPCCyyE1fhg98KYsI2+6USuBk5e4b96dCQyolW5daULdzKz
efbV11XDi5kzNXNsQXp371t7YLp8zC+TKOhzKA==

----- END NEW CERTIFICATE REQUEST-----

Copy the above encrypted data from notepad. Next process is to request the certificate from
certificate authority. Follow the below process to request the certificate.

3. Request a certificate from certificate vendor or Submit a
certificate Request

3.1 Procedure 1:

To submit a certificate request, follow these steps:

1. Open a browser, and then open http://YourWebServerName/certsrv/.
2. Select Request a Certificate, and then click Next.
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http://yourwebservername/certsrv/

Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

| &
Qeack - - [ 2 | ) search ¢ Favaorites 441 ‘ G- & - LB
Address I&j http:ficiontfcertsr) j Go |Lir|k5 234

Microsoft C

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upan the type of certificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), orto
viewy the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select atask:
Request a certificate
View the status of a pending cetificate request
Download a CA cerificate, certificate chain, or CRL

H
]

R T
iﬁstartl J Ba@ " J 91 cert - Microsoft Word | & Microsoft Certificate ... % HPPO muoem

3. Select Advanced Request, and then click Next.

crosoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

QBack - £ - [] [2] .'j|,'j'Search - Favorites {‘" G- & - LB
Address I&j hittp: ffcion1 fertsrvfcertrqus, asp

Microsoft Cerific

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

1l4|Page

-]
|&] pane ’_ ’_ ’_ ’_ ’_ & Internct
iﬁstartl J @ F-] @ & J @] cert - Microsoft Word | @ Microsoft Certificate ...

% AP 70
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4. Select the center option, Submit a Certificate Request using a Base64, and then click  Next.

3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Toaols Help

| &
) Back ~ ) - [x] [2] . | ) Search 7 Favorites 42 ‘ T B .ﬂ - el
Address Iﬁj http: ffciont fcertsryfcertrgad. asp

Microsoft Certifica

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to
Create and submit a request to this CA,

Submit a cerfificate request by using a base-64-encoded CMC or PKCS #10 file, or submit & renewal request by using a base-64-encoded
FLCS #7 file

BRequest a cerfificate for a smart card on behalf of another user by using the smart card cerificate enrollment station.
Maote: You must have an enrollment agent cerificate to submit a request on behalf of another user.

El
|Ej Shorteut bo certrgxt.asp ’_ ’_ ’_ ’_ ’_ # Internst
Eﬁstartl J Bag > J ] cert - Microsaft Word | €] Microsoft Certificate ...

% HP)PE 710

5. In Notepad, open the request document that you created in the first procedure section,
"Create a Certificate Request".
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& Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help | :,'

@Eack - ) - [ 2 | ) search v Favorites 20 ‘ - i - ol

Address I@ hittpe ffcion 1 foertsrlcertrgut, asp j Go |Lir|k5 »
-

Microsoft Cerific

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-Bd-encoded CTMC or PKCS #10 certificate request or PRCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box

Saved Request:

EnOoJ 1/ meGl2 001w+, SESE+HLIGOv10guws 1f2Kg;|
Ease-B4-encoded [Mtag+t7f52Za0UaVAESRladNxCLyy LAWSSBRUD143:
certificate request |SVekU3qrBugXvirC4gVALOUOCTVIP IMTa3h
CMCor == END CERTIFICATE-————

PKCS #10 or

PKCS #7) | B
4 »

Erowse for a file to insed.

Certificate Template:
IAdmimstralUr j

Additional Attributes:

=
Attributes e
4 .2

|
@ R T
ﬁstartl J Ba@ " J 91 cert - Microsoft Word | & Microsoft Certificate ... % HPPO muiem

6. Copy the contents of the document.

NOTE: If you save the document with the default name and location, it is located at
C:\Certreq.txt.

7. Paste the contents of the document in the Base64 Encoded Certificate Request text box of
the Web form.

8. Click Submit.

9. If Certificate Server is set to Always Issue the Certificate, you are immediately directed to the
Certificate Issued page. The address bar reads:
http://YourWebServerName/certsrv/certfnsh.asp

On this page, you can download the Web server certificate immediately. To do so, follow these
steps on the Certificate Issued page:

. Click the top link, Download Certification Authority Certificate (do not click Download
Certification Authority Certificate path).

. When you are prompted, select Save this file to disk and save the certificate to your
desktop or another location that you will remember.

. Now, go straight to the "Install the Certificate" section.
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http://yourwebservername/certsrv/certfnsh.asp

& Microsoft Certificate Services - Microsoft Internet Explorer

Eile Edit Wiew Favorites Tools Help

| &
@Eack - ) - [ 2 | ) Search ¢ Favaorites 441 ‘ - i bl - i
Address I@ http:ficiontfcertsrvicertfrsh. asp j Go |Lir|k5 234

Microsoft Cerific

Certificate Issued

The cedificate you requested was issued to you.

& DER encoded or ¢ Base 64 encoded

Download certificate
== Download certificate chain

-]
€] pone I O B O =7
f.ﬁstartl J @ F-] @ & J lﬂ_] cert - Microsoft Word | @ Microsoft Certificate ...

% AP 71z

10. If Certificate Server is set to Set the certificate request status to pending, you will receive
the following "Certificate Pending" message:

C e r t PkeddingcYaur certificate request has been received. However, you must wait for an

administrator to issue the certificate you requested. Please return to this web site in a day or two
to retrieve your certificate.

Not e: You must return with this web browser witd@t

Note: Save the provided certificate some where accessible. What you get back from a certificate
vendor depends on the vendor you choose. Save this file to a location accessible from your web

server. When you save the file make sure that it has .cer extension | have saved my file as
“cion.cer”
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3.2 Procedure 2:

ipsCA, which provides free three months certificate. During this process need
to provide the certificate company with information validating your or your company ID. Some
consider this part as hassle but it is important part of over all SSL chain. After all you don’t want
just anyone receiving a certificate that uses your company name.The certificate request process
varies by Certificate Company.

Here is the URL to send the request for the certificate. By clicking this URL we will get a request
form.
http://certs.ipsca.com/srvc/Free SSL.asp?prim=1

{2 Get your free SSL Server Certificate - Certificates for free - Windows Internet Explorer

@\:‘; - ‘@, hitp:fcerts.ipsca.com/srecFree_Sal.asp?prim=1 v| ealts | | i
File Edt ‘iew Favortes Tools Help
ﬂi’ o [@Get vour free SSL Server Certificate - Certificates far ... l_l ﬁ B EQJ b E}Eage ~ ":j Taols = 2
A
Contact
c A Company
PRODUCTS | DOWNLOADS STORE PARTNERS SUPPORT Log in

S/MIME Personal Sign B Encrypt PLUG-INS __

FREE SSL CERTIFICATES

SSL Web Server Certificate Enrollment Form

An Applicant for an ipsCA S5L Server Certificate shall complete the following form after
Demonstrations reading our product agreement

OTHER AREAS OF INTEREST

Praduct Qverview

Why ipsCA?

Pridng | |MPORTANT NOTICE AEGARDING OUR VALIDATION PROCESS (Procf of Right update)

IpsCA news ; ) . . .
IpsCA will verify the certificate information as follows:

1psCA loges - Checking the applicant’s domain name using & public demain name registry. -Checking
the applicant’s company name, the address and the telephone number using information
PLUG-INS from an independent third party business datzbaze. If the zpplicant’s company name
cannot be validated, fax documentstion will be needed. All certificate requests(CSRImust
U-Sign POF contain =n Organization Hame which must be the same as the owner of the domain as
zppears in the public domain name registry.

Al 551 Server

Obtain All certificste requests (C5R) must contain sn Organization Name (O} that is exactly the
same thet apoears at public domain neme registries as the owner of the domain.

Order Status

Check your S5L Server

1) Generzte 2 CSR file[ Certificate Signing Reguest). This step

DONE? must be performed by the server administrator (sither the help for CSR

zpplicant or the ISP where the server iz located). generstion
ACTUAL 2) Fill in the form with your personal detzils, the technical contact
infermation and the Certificate’s options.
PENDING 2) VoL
a) -
PENDING =- ¥
[§ € mtemet H100% *
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http://certs.ipsca.com/srvc/Free_SSL.asp?prim=1

1

2
3
4
5.
NE
6
7
8
9

10.
11.
12.

If you already have a personal ficket number from 2 previous request, you can use it to
load your perzonal details and the CSR you submitted. You can change any information
provided ar your CSR,

Tickeat

** Some Errors were found in your Form
Please check the fields inred =~

* Type of certificate

MNew (1 year $38)

New (2 years $69)

Competitive {2 years $59)

Fenewal {1 year £33)

Renewal (2 years $59)

wildCard (1 year $276)

WildCard (2 years §496)

Three month free

Education {2 years 0}

Fegistered customer Code:
Promotional Code:

o T e T o e le le e e e Ne

Partner {1,2 years) Code:

Customer Contact Information:
use only a-z, A-Z, 0-3
* mandatory fieids

* First Mare

* Last Marne

* email

* Phone Murmber

* Fax Murmber

Al certificate requests [CSR) must contain an Organization Marme
(0 which rmust be the same as the owner of the domain as
IMFORTANT: appears in the public demain name registry as well as the company
narme IN THIS FORM,

* Company

CIFVWAT Humber

optional only for EU customers =
=

Open the URL.

Click Type of certificate.

Fill customer contact information.

Open c:\certreg.cer with notepad

Paste the encrypted data included ----- BEGIN NEW CERTIFICATE REQUEST----- and ----- END

W CERTIFICATE REQUEST-----

Click on submit.

Open your own Email ID.

You will get mail from Email ID: sslservers@ipsca.com

Copy the Request Ticket Number: 000068207822009241467075208

Paste the Request Ticket Number in the above URL.

All the 1 to 7 CSR generation methods status will change from PENDING to DONE.
Download the file. Save with .cer extension.

Note: Once you complete the vendor’s certificate request form and you will need to wait for the
SSL certificate to be delivered to your inbox.
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4. Install the certificate

After making sure that your webserver can access the certificate file, you need to install the new
certificate by completing the certificate process.

1. Open the Internet Information Services (l1IS)Manager

2. In the IIS Manager expand the server (local computer)

3. Right click on the website to which want to install the received certificate and from
shortcut menu choose the properties.

4, From the properties window select the directory security tab.

5. Click the server certificate button

6. From the first wizard screen, “Process the pending request and install the certificate “.

115 Certificate Wizard

Pending Certificate Request

A pending cerificate request iz a request to which the certification
authority has not et rezponded.

A certificate request iz pending. *hat would vou like to do'?

¥ Pracess the pending request and inztall the certificate

" Delete the pending request

¢ Back I Mext > I Cancel

7. Click Next.
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115 Certificate Yizard

Procesz a Pending Bequest

Proceszs a pending certificate request by retrieving the file that containg
the certification autharity's response.

Enter the path and file name of the file containing the certification authority's responze.

FPath and file name:

C:\Documents and SettingzSadministratorh\Desklophcion. cer Browsze. . |

< Back I Mest » I Cancel

8. Provide the path and file name of the certificate which saved in step 3.
9. Click Next

115 Certificate Wizard x|

S5SL Port
Specify the S5L port for this web site,

S5L port thiz web site should uze:

< Back I Hext > I Cancel

10. Decide which port the website will use for website traffic
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IIS Certificate Wizard ' x|

Certificate Summary
You have chosen to install a certificate from a response file. ®

N

Tao install the following certificate, click Next.
File hame: C:ADocuments and Settingshadministrator\Desktop\cion.cer

Certificate details:

Issued To cionsystems

lssued By ipsCA CLASEAT Certification Authority
Expiration Date 12/29/2008

Intended Purpose Server Authentication

Friendly Name cionsystems

Country/Region us

State / Province Mewy york

City Meww york

Organization cionsystems

Organizational Unit cion

Cancel I

11. The summary screen will display the information which is found in certificate
12. Click next and click finish.
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5. Install necessary intermediate certificate

Unless you are working with one of the big SSL players it is likely that you will need to install
inter mediate certificate that completes verification chain from your individual certificate up to
a trusted root certificate. You can tell your server is ready by clicking the view certificate button.

Administration Properties ﬂ E

BITS Server Extension | ASP.MET | Server Extenzions 2002
wieh Site I Performance | I1SA4P Filkers | Home Directary | Diocuments
Directory Security | HTTP Headers | Custom Emars

~ Authentication and access contol
! ; Enable anonymous access and edit the

authentication methods for this resource. Edit... |

rIF address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or Internet domain names.
Edit... |

— Secure communications

Reqguire secure communications and
enable client certificates when this

resource i accessed.
Wiew Certificate... |
Edit... |

QK | Cancel | Apply | Help |

13. Click on view certificate button

Certificate 7 x|

Details | Certification Path |

®,
Certificate Information

This certificate is intended for the following purpose(s):

*Ensures the identity of a remoke computer
« Al issuance policies

Issued bo:  qasrvr.ciondomain.com
Issued by: gasrvr.ciondomain.com

valid from 9/25/2005 ko 9/25/2009

@ ‘fou have a private key that corresponds to this certificate,

Issuer skatement |
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6. Issue a Certificate

In order to complete the certificate, you need to install an intermediary certificate that sits
between a root certificate and a certificate you just installed

1. Choose start | Run and type “mmc”. This starts Microsoft management console.

"Hi Console1 M= 3

File Action YWiew Favorites ‘Window Help

> mB&

'fi Console Root | _ (O] x|
Mame I

There are no items ko show in this view,

2. From the management console select file | Add/Remove snap in.

3. In add/remove snhap in window click add button.

4. In the add standalone snap in window, select certificates.

5. Click the add button

6. Choose computer account

7. Click Next

8. Make sure that local computer option is selected

9. Click finish

10. Close the add standalone snap in window

11. Click the ok button in add/remove snap in dialog to return to the MMC window
12. Expand the certificate option until you see the “Intermediate certification authorities”
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"fi Consolel - [Console Root',Certificates {Local Computer)] == x|
‘) Ele Acton View Favortes Window Help | _|& 5[‘
le > amepE (@ |

|_] Console Root Logical Skore Mame: |
P Certificates (Local Computer) (Personal

Find Certificates. .

[duntrusted Certificates
(CAThird-Party Roat Certificatic
((ATrusted Pesple
(ICertificate Envoliment Requ Refresh
(Cspc

Find Certificates. .

Mew Window From Here

Help

|Add a certificate to a store [ [

#start| | [ @ @& > | ) C\Documents and Se.., || %1 3 Microsoft Mana... ~ | @ 3 Internet Explorer -l [} Acrobat Readsr | 1) Document1 - Microsof”.l Oa (@) 1151 8M

13. Right click on Intermediate certification authorities and from the short cut menu choose
All tasks | Import

14. This will start the SSL certificate import wizard

15. Click the browse button and locate the intermediate certificate file that you provided from

the certificate provider.

Certificate Import Wizard X|

File to Import

Specify the File wou wank to import,

Eile name:

C\Documents and SettingstAdministratoriDeskbopicion. cer

Moke: More than one certificate can be skored in a single file in the Following formats:
Personal Information Exchange- PKCS #12 (. PFx, P12)
Cryptographic Message Svntax Standard- PKCS #7 Certificates [ PTE)
Microsoft Serialized Certificate Stare (35T

< Back. Mexk > Cancel
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16. Click Next.
17. Choose "Place all certificates in the following store," making sure that "Intermediate

Certification Authorities" is the selected store

Certificate Import Wizard E |

Certificate Store
Certificate stores are system areas where certificates are kept,

WWindows can aukormatically select a certificate store, or wou can specify a location For
T~ Agtomakically seleck the certificate store based on the type of certificate
* Place all certificates in the Following store

Certificate store:
Intermediate Certification Authorities Brovess...

= Back

Cancel |

18. Click Next.
19. Click Finish. If everything goes as planned Windows will indicate that the import was

successful
After completing the installation of intermediate certificate you should check the require secure

channel in edit button under secure communication

7. Checking the require secure channel

Administration Properties EH
BITS Server Extension I ASPMET I Server Extensions 2002
‘wieb Site I Perfarmance I I1SAPI Filters: I Hame Directary I Diocuments
Dirgctary Security | HTTP Headers I Custom Errors

 Authentication and access control

! ; Enable anonymous access and edit the

authentication methods for this resource. Edit... |

r~ IP address and domain hame restrictions

@ Grant or dety access to this resource uzsing

IF addreszes or Internet domain names.
Edit... |

- Secure communications
Fequire secure communications and g Certificat
enable client certificates when this 2EMET LEMINGALS.
Tesouce is accessed. . o

Wiew Certificate...

0K Cancel Apply Help
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1. Click the Edit button in directory security tab

Secure Communications E

v Require secure channel r55LY

[ Require 128-bit encryption

Client certificates
% Ignore client certificates

" accept client certificates
" Require disnt certificates

[~ Enable client certificate mapping

Client certificates can be mapped ko Windows user
accounts, This allmws access contral bo resources using ;
dlient certificates, Edit.. |

[ Enable certificate krust lisk

Current CTL; I j

Ok I Cancel | Help |

l1Check the option ARequire secure channel

2.Click ok
3.Now again click on ok button in Directory security tab

8. Test

Once you complete, browse to the new site using https

Contact Notes:

For technical support or feature requests, please contact us at Support@CionSystems.com or
425.605.5325

For sales or other business inquiries, we can be reached at Sales@CionSystems.com or
425.605.5325

If you'd like to view a complete list of our Active Directory Management solutions, please visit
us online at www.CionSystems.com

Disclaimer

The information in this document is provided in connection with CionSystems products. No
license, express or implied, to any intellectual property right is granted by this document or in
connection with the sale of CionSystems products. EXCEPT AS SET FORTH IN
CIONSYSTEMS’LICENSE AGREEMENT FOR THIS PRODUCT, CIONSYSTEMS INC. ASSUMES NO
LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY
RELATING TO ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO
EVENT SHALL CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT,
CONSEQUENTIAL,PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF
INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF
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CIONSYSTEMS INC. HAS BEEN ADVISED IN WRITING OF THE POSSIBILITY OF SUCH
DAMAGES. CionSystems may update this document or the software application without notice.

CionSystems Inc
16625 Redmond Way,
Ste M106

Redmond, WA 98052
425.605.5325

This guide is provided for informational purposes only, and the contents may not be
reproduced or transmitted in any form or by any means without written permission.
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