Cloud-based, state-of-
the-art solution for
Identity Administration
and Access Control

Dramatically Hardens
& Secures your Active
Directory (AD)
Deployments

Single Sign-On (SSO)
for Legacy

Applications Deployed
within Enterprise or in

any Cloud

Multi-Factor
Authentication (MFA)

IDP and Proxy
Authentication Works
with any Commercial
Directory

Audit Trails

///

Overview

“Cloud SSO, gave us a quick ROI, besides reducing our support burden
with many automated functions. It really just works.”

IT Director,
US Federal Agency

Moving to the Cloud is risky and time consuming. Move to the Cloud
and manage all applications easily and securely with state-of-the-
art Cloud SSO.

Cloud SSO has built in Single Sign-On (SSO), Identity Provider (IDP)
with proxy authentication APIs, Self-Service Password Reset (SSPR),
Multi-Factor Authentication (MFA), user life cycle management and
much more.

SSO for all your legacy apps deployed on premise or in the Cloud.

Hosted either by the customer or on Microsoft Azure Cloud | Amazon
by CionSystems on behalf of the customer.

Features

MFA Protection for Legacy Applications with Stronger
Authentication and Password Management

Policy Creation and Enforcement Engine with Automated
Password Expiry Alerts

Audit and Reporting Logs

Complete User Life-cycle Management with Self-signup
One Pane of Glass, Multiple Applications

Enter Credentials Only Once, Access Many Applications
SSPR with Multi-Factor Authentication

Multi-Factor Authentication (MFA) for application login
Identity Provider (IDP) — Active Directory, OpenLDAP, Azure
AD, Office365, Google IDM etc.

Proxy Authenticator Connects to Any Directory: AD, Azure
AD, OpenLDAP, Office365, Google, Salesforce etc.

APIs for SSO integration
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Benefits

“Cloud SSO, gave us a quick ROI, besides reducing our support burden
with many automated functions. It really just works.”

IT Director,
US Federal Agency

Provides Centralized Enhanced Password Management & Security
Reduces Repeat Entry of User Credentials
Quickly On-boards & Off-boards Employees Consultants, etc.
Adds the Missing Layer of MFA for Older Legacy Apps

» Increasing Security

» Upgrading Not Required
Dramatically Reduces Help Desk Workloads
Reduces IT operating costs
Protects from Password-based Attacks
Saves Users Countless Hours of Multi-application Login Time
Helps Prove Best Practices for Regulatory Compliance through
Strong Password Management and Audit
Your Application Works with any Commercial Directory
User Life Cycle Management WITHOUT thousands of lines of
Code
Applications Get User Management, Audit and MFA

SYSTEM REQUIREMENTS

CALL US NOW:
1-866-432-6497

SERVICES AVAILABLE
Microsoft IIS 7.x+

SQL Server 2008+

Microsoft Windows Server 2008+
Cloud Hosting on Azure
Microsoft .NET Framework 4.0+
Optionally Hosted by
CionSystems

e Technical Support

¢ Installation and Setup
¢ Maintenance

e Application Support

e  Guaranteed Warranty
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