
 

 

 

 

 

 

 

 

 

WHAT IS AD Guardian? 

A Complete Suite for 
Managing Identity Access 
and Authentication for 
Enterprises. 
 
 
 
 
 
 

 
 
Provides all aspects of 
Management, Self-Service 
for a variety of operations 
including: Self-Service 
Password Reset (SSPR), 
Change Management, 
Disaster Recovery, Group 
Policy Objects (GPOs) and a 
Deep Insight into Complex 
Active Directory (AD) 
Information. 
 
Easily Harden the Most 
Important part of your 
Infrastructure and Protect 
your Enterprise from Hacks, 
ID Theft, Loss of Critical Data, 
etc. 
 
One Solution Manages ALL 
Enterprise AD Activities! 

 

Active Directory (AD) is the most important component of your 

infrastructure. Since WannaCry, we've seen exponential attacks 

against AD servers.  Time to protect your most valuable assets 

against: 

 Privi leged Credential  Attacks, Shadow Admin 

Accounts, Stale Accounts and Credentials.    

 Poorly Implemented Group Policies and Poorly 

Managed Groups and Group Memberships  

 Major Disasters 

 

Solutions: 

o Disaster Protection and Recovery, Password 

Policies,  Change Tracking and Alerting 

o Securely Manage – Groups, Accounts, GPOs, and 

Policies with Auto-Sync 

A:  6640 185th Ave NE, Redmond, WA-98052 

P:  1-425-605-5325 
sales@cionsystems.com 

Overview 

 

 Centralized Administration and Management 

 Easily Give Restrictive Access.  

 Attestation of Users and Groups Via a Web Interface 

 End-to-End Group Policy Management with Several Out-of-

the-Box Policy Templates 

 Policy Based Automated User and Access Provisioning and 

Deprovisioning Integrated with Enterprise HR or SIS Systems 

 Password Management, SSPR, Disallowed Password 

Dictionaries Password Syncing to Many Targets 

 Self-access Management with Workflow and Audit Trail 

 Disaster/Recovery Protection: Forest, Domain or Single 

Attribute 

 400+ Reports Meeting Audit and Compliance for: HIPAA, SOX, 

PCI, GLBA, ITIL, etc. (Premise and Cloud Objects) 

 Easily Deploy Multi-Factor Authentication 

 Harden your AD Domain and Servers with a Click of the Button. 

 One Solution Manages ALL Enterprise AD Activities! 

Features 

“AD Guardian helped 
our team become very 
efficient in closing the 
most vulnerable weak 
spots in our digital 
transformation.”  
  
- CISO, Large Bank 
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Benefits 

 Out-of-the-Box Solution – NO Scripts or Code Required 

 Incredibly Simplifies ‘ALL’ Complex AD Activities 

 Realize Quick ROI with a 75% SAVINGS in AD Management 

Costs 

 Securely and Easily Manage 4-stage Workflow Change 

Management: 1. Request, 2. Review, 3. Approval, 4. Execute 

 Swiftly Transition AD to Handle Large Remote Workforces 

 Reduces Privileged Account Footprint, Lowering Security Risks 

 Enforces Policies and Easily Hardens AD 

 Simplifies Change Management and Troubleshooting 

 Reduction in Overhead through Automation 

 Automating the Onboarding User Process tied to the System of 

Record 

 Streamlines the Tedious Task of Internet User Account 

Management 

 Automatically Creates Updates and Removes User Accounts 

 Automatic Change Notification for all Group Policies, etc. 

 Dramatically Reduces Costs and Manpower of Group Policies, 

User Accounts, and Password Management  

 Optimum Backup and Restore Capabilities 

 Delegation – securely delegate parts of functions without 

exposing the complete directory. 

“With AD Guardian, we 
were able to tremendously 
speed up user 
management, password 
management and 
provisioning of resources.”   

- CISO, Healthcare  

SYSTEM REQUIREMENTS 
o Any version of 

Windows Server 
o Microsoft IIS, SQL 
o Access to AD 

 

SERVICES AVAILABLE 
o Technical Support 
o Installation and Setup 
o Maintenance 
o Application Support 
o Guaranteed Warranty 

A Complete Suite for 
Managing Identity Access 
and Authentication for 
Enterprises. 
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