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© CionSystems Inc. ALL RIGHTS RESERVED. 

 
This guide may not be reproduced or transmitted in part or in whole by any means, electronic or 

mechanical, including photo copying and recording for any purpose other than the purchaser's use 

under the licensing agreement, without the written permission of CionSystems Inc. 

 

The software application in this guide is provided under a software license (EULA) or non-

disclosure agreement. This product may only be used in accordance with the terms of the 

applicable licensing agreement. 

 

This guide contains proprietary information protected by copyright. For questions regarding the use 

of this material and product, contact us at: 

 
 
CionSystems Inc. 

6640 185th Ave NE 

Redmond, WA-98052, USA 

http://www.CionSystems.com  

Ph: +1.425.605.5325  
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are trademarks of CionSystems. Other trademarks and registered trademarks used in this guide are 
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Basic Requirements to Install Active Directory Manager Pro 
 

Webserver (IIS)Webserver(IIS) provides a reliable ,manageble and scalable webapplication 

Infrastructure 

Common HTTP Features -Common HTTP Features supports basic HTTP Functionality  such as 

delivering standard file formats and configure custom server properties 

Management tools  Management tools provide infrastructure to manage a webserver that runs IIS 7 

IIS6 Management compatibilityIIS 6 Management compatibility provides forward compatibility for 

Your applications and scripts that use two IIS APIs, Admin Base object 

IIS 6 Meta base compatibility  IIS6Matabase Compatibility provides infrastructure to query and 

configure the metabase so that you can run application and scripts migrated from earlier versions of IIS 

that use Admin Base Object and Active Directory Service Interface (ADSI) 

IIS 6 WMI CompatibilityIIS6 WMI Compatibility provides Windows Management Instrumentation 

(WMI) Scripting Interfaces to programmatically manage and automate tasks for IIS 7.0 Webserver. From 

a set of scripts that you created in the WMIProvider, This service includes the WMI CIM Studio, WMI 

Event Registration, WMIEventviewer and WMI Object Browser tools to manage sites. 

IIS Management Console  IIS Management Console Provides infrastructure to manage IIS7 by using a 

user interface .You can use the IIS Management console to manage a local or remote Webserver that 

runs IIS7.To Manager SMTP; you must install and use the IIS6 Management Console. 

ASP.NET-->Provides a server side object oriented programming environment for building Websites and 

Web applications using managed code. 

The above Features are basic requirements to install Active Directory Manager Pro application in 

Windows Server 2008R2/Windows Server 2012 R2/Windows Server 2016 .Based on OS Versions some 

other roles and features need to be installed. Please find the below details for each Operating system 
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IIS Configuration in Windows Server 2012 R2 and Windows 2016 Server 

 
Before going  to install Active Directory Manager Pro, Make sure you have installed the following roles 

and features in Server Manager  

 

 Click “Server Manager” on task bar to open, if not available on task bar then click the Start 

button to open the start screen. In start screen you can see the Server Manager  

 In Server Manager window, click Manage tab and select “Add Roles and Features” 
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 Click Server Selection, click Next 

 In Server Roles, configure the roles under Web Server (IIS)as shown below: 

1. Go to Web Server(IIS)Web Server Common HTTP Features,  now configure the roles shown 

in below figure. 
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 Default Document 

 Static Content 

 WebDAV Publishing 

 

2. Select  Performance,  configure Static Content Compression role.          

 

3. Select Security, configure Request Filtering role. 
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4. Select Application Development, configure the below roles. 

 .Net Extensibility 3.5 

 .Net Extensibility 4.6 

 ASP.NET 3.5 

 ASP.NET 4.6 

  ISAPI Extensions 

 ISAPI Filters 

5. Go to Web Server(IIS) Management Tools select IIS Management Console  

6. Select IIS 6 Management compatibility; configure IIS 6 Metabase compatibility role. 
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 Click Next 

 In Features, make sure .NET Framework 3.5 & 4.6 features are installed, if they were not 

installed configure them as shown below to install. 

 

 
 

 Click Install button 

 After installation completed, click Close button 

 Restart the server to apply the changes 
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IIS Configuration in Windows Server 2008 R2 
 

Go to Server Managerselect Rolesexplore Web Server (IIS) panelClick on Add Role Services 

 

In Server Roles, configure the roles under Web Server (IIS)as shown below: 

 
1. Go to Web Server Common HTTP Features,  now configure the roles shown in below figure. 

 

 Default Document 

 Static Content 

 WebDAV Publishing 
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2. Select  Performance,  configure Static Content Compression role.  

 

3. Select Security, configure Request Filtering role 
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4. Select Application Development, configure the below roles. 

 ASP.NET  

 .Net Extensibility  

 ISAPI Extensions 

 ISAPI Filters 

 

5. Go to Management Toolsselect IIS Management Console 

6. Select IIS 6 Management compatibility; configure IIS 6 Metabase compatibility role. 
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Note: To host applications and to open IIS Manager we need to select IIS Management Console in 

Management tools. 

 Click Next 

 Click Install button. 

After installing roles, we need to configure features in Server Manager. 

7. Go to Server ManagerSelect Features Click on Add Features 

 

8. In Features, make sure .NET Framework 3.5.1 features are installed, if they were not installed 

configure them as shown below to install. 

 

 

9. Click Next 

10. Click Install button 

11. After installation completed, click Close button 

12. Restart the server to apply the changes 
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SQL SERVER 2014/ 2016 Configuration with Windows Authentication 
 

 Open the SQL manangement Studio  login with sa acccount  right click on the login.Click on the 

new login and add the domain user with local admin rights. 

 Click on search button. 

 Click on Locations button. 
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 Select the domain name and click on OK button. 

 

 Type the User name which has been assign the local admin rights and click on OK button. 
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 After adding the local admin User give the permissions. 
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 Select server roles option for the selected user and check the option dbcreator and sysadmin in 

Server Roles. 

 

 After assigning the roles permission click on OK button. After that User will get added to the 

Logins successfully. 



Copyright © CionSystems Inc., All Rights Reserved Page 18 
 

As mentioned above we can add domain users (Local Admin) details who are trying to install our Active 

Directory  Manager Pro product in Windows Authentication in Local PC or Accessing database remotely 

from another system need to follow the same steps in SQL. 

Troubleshooting installation issues 

Error: “Server Error in ‘/Active Directory Manager ‘ Application” 

 
After installing with windows Authentication if you get below error then we have to give some special 

privileges. 

 

 Right click on C drive and select properties and go to security tab and click on advanced button 

as shown below 
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 In Advance Security setting tab click on Add and Select iusr and give full control permissions and 

click on apply button after clicking on apply it display the following message as below 

 

 

 

 

 

 

 

 

 Click on Yes, system file popups will get display click on continue button as below. 
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 Click on Continue for all popup messages until process finish and click on OK button. 

 

 Open the cmd prompt and run as admin and type this command iisreset and then try again. 
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Contact Notes: 

For technical support or feature requests, please contact us at Support@CionSystems.com or 
425.605.5325 

For sales or other business inquiries, we can be reached at Sales@CionSystems.com or 
425.605.5325 

If you’d like to view a complete list of our Active Directory Management solutions, please visit us 
online at www.CionSystems.com 

Disclaimer 

 

The information in this document is provided in connection with CionSystems products. No license, 
express or implied, to any intellectual property right is granted by this document or in connection with 
the sale of CionSystems products. EXCEPT AS SET FORTH IN CIONSYSTEMS’ LICENSE AGREEMENT FOR 
THIS PRODUCT, CIONSYSTEMS INC. ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, 
IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE 
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT. IN NO EVENT SHALL CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT, 
CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, 
DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT 
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN ADVISED IN 
WRITING OF THE POSSIBILITY OF SUCH DAMAGES. CionSystems may update this document or the 
software application without notice. 
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