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Basic Requirements to Install Active Directory Manager Pro

Webserver (11S)>Webserver(lIS) provides a reliable ,manageble and scalable webapplication
Infrastructure

Common HTTP Features - Common HTTP Features supports basic HTTP Functionality such as
delivering standard file formats and configure custom server properties

Management tools = Management tools provide infrastructure to manage a webserver that runs IS 7
11IS6 Management compatibility=>11S 6 Management compatibility provides forward compatibility for
Your applications and scripts that use two IIS APls, Admin Base object

1IS 6 Meta base compatibility = lIS6Matabase Compatibility provides infrastructure to query and
configure the metabase so that you can run application and scripts migrated from earlier versions of IIS
that use Admin Base Object and Active Directory Service Interface (ADSI)

IS 6 WMI Compatibility=>11IS6 WMI Compatibility provides Windows Management Instrumentation
(WMI) Scripting Interfaces to programmatically manage and automate tasks for IS 7.0 Webserver. From
a set of scripts that you created in the WMIProvider, This service includes the WMI CIM Studio, WMI
Event Registration, WMIEventviewer and WMI Object Browser tools to manage sites.

11IS Management Console = 1I1S Management Console Provides infrastructure to manage 11IS7 by using a
user interface .You can use the 1IS Management console to manage a local or remote Webserver that
runs 11IS7.To Manager SMTP; you must install and use the 11S6 Management Console.

ASP.NET-->Provides a server side object oriented programming environment for building Websites and
Web applications using managed code.

The above Features are basic requirements to install Active Directory Manager Pro application in
Windows Server 2008R2/Windows Server 2012 R2/Windows Server 2016 .Based on OS Versions some
other roles and features need to be installed. Please find the below details for each Operating system
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IIS Configuration in Windows Server 2012 R2 and Windows 2016 Server

Before going to install Active Directory Manager Pro, Make sure you have installed the following roles
and features in Server Manager

e Click “Server Manager” on task bar to open, if not available on task bar then click the Start
button to open the start screen. In start screen you can see the Server Manager
e In Server Manager window, click Manage tab and select “Add Roles and Features”

Server Manager a

Server Manager * Dashboard

Add Roles and Features |

Remove Roles and Features
B Dashboard WELCOME TO SERVER MANAGER
= Add Servers
B Local Server Create Server Group
Hii Al serv . -
m 0 DESWS Configure this local server S
L
2 DNS

E File and Storage Services b 2 Addroles
B Hyper-v

o Is
WHAT'S NEW

Hide
LEARN MORE
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Add Roles and Features Wizard = = -

DESTINATION SERVER

Select destination server by ciomus ocal

Before You Bagin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

®) Select a server from the server pool

server Selection () Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
MName IP Address Operating System

Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collecticn is still incomplete are not shown.

< Previous | | Next > Install Cancel

e Click Server Selection, click Next

o In Server Roles, configure the roles under Web Server (lIS)as shown below:
1. Go to Web Server(lIS)=>Web Server-> Common HTTP Features, now configure the roles shown
in below figure.

Server

Features

Select server roles

Before You Begin

Server selaction

Fﬁ Add Roles and Features Wizard —

Select one or more roles to install on the selected server.

[ 1| Volume Artivatipn Services
PR 1WWeb Server (I1S) {13 of 43 installed)
4 [H] Web Server (11 of 34 installed)
4 (W] Commen HTTP Features (2 of 6 installed)
=2 |+/| Default Document (Installed)
[] Directory Browsing
[T] HTTP Errars
= [+/] Static Content (Installed)
[C] HTTP Redirecticn
q’ ' WebDAVW Publishing (Installed)
I || Health and Diagnostics
I [m] Performance (1 of 2 installed)
[ [m] Security (1 of 9 installed)
I [m] Application Development (6 of 11 installed!
I [] FTP Server
b [

Management Tools (2 of 7 installed)

O X

DESTINATION SERVER
win2016.maverickorg

Installation Type Roles Description
|| Print and Dacument Services Web Server (IIS) provides a reliable,
[] Remote Access manageable, and scalable Web
[] Remote Desktop Services application infrastructure.
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e Default Document
e Static Content
o WebDAV Publishing

2. Select Performance, configure Static Content Compression role.

[ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or mare roles to install on the selected server.

Installation Type Roles

Server Selection LI Hyper-V
] MultiPaint Services
] Network Policy and Access Services
[] Print and Document Services
] Remote Access
[ ] Remote Desktop Services
] Volume Activation Services
4 (W] Web Server (I15) (13 of 43 installed)
4 [W] Web Server (11 of 34 installed)
I [m] Common HTTP Features (2 of & installed)
[l Eealth and Dizanostics
I:Iperfo nance {1 of 2 installed)
— |+/| Static Content Compression (Installed)
[] Dynamic Content Compression
b [ Security (1 of 9 installed)
I [m] Application Development (6 of 11 installed
b [] FTP Server
[ [m] Management Tools (2 of 7 installed)
[] Windows Deployment Services

Server Roles

Features

— O X

DESTIMATION SERWER
win2016.maverick.org

Description

Performance provides infrastructure
for output caching by integrating
the dynamic output-caching
capabilities of ASP.NET with the
static output-caching capabilities
that were present in 115 6.0 [I5 alse
lets you use bandwidth more
effectively and efficiently by using
common compression mechanisms
such as Gzip and Deflate,

3. Select Security, configure Request Filtering role.

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles
[] volume Activation Services
4 [m] Web Server (IIS) (12 of 43 installad)
4 (W] Web Server (11 of 34 installed)
i [W] Common HTTP Features (3 of 6 installed)
i~ [[] Health and Diagnostics
i [m] Performance (1 of 2 installed)
[l
= /| Request Filtering (Installed)
[] Basic Authentication
[] Centralized SSL Certificate Support
[ Client Certificate Mapping Authenticatis
[] Digest Authentication
[] 115 Client Certificate Mapping Authentic
[] 1P and Damain Restrictions
[T URL Authorization
[ Windows Authentication
i [m] Application Development (6 of 11 installed,

Features

Seryer Selection i mreimm mmmemp e iimee "

Description

Security provides infrastructure for
securing the Web server from users
and reguests. 15 supports multiple
authenticaticn methods. Pick an
appropriate authentication scheme
based upon the role of the server.
Filter all incoming requests, rejecting
without processing requests that
match user defined values, or restrict
requests based on originating
address space.
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4. Select Application Development, configure the below roles.
e .Net Extensibility 3.5
o .Net Extensibility 4.6

e ASP.NET 3.5
o ASP.NET 4.6
e |SAPI Extensions
o [SAPI Filters

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles

Server selection

4 [W] Web Server (I15) (12 of 43 installed)
Server R 4 [W] Wab Server (11 of 34 installed)
I [®] Common HTTP Features (3 of & installed)
I [] Health and Diagnostics
I [m] Performance (1 of 2 installed)
| [m] Security (1 of O installed
| PRIl pplication Development 6 of 11 installed
m——ly |+/| MET Extensibility 3.5 (Installed)
ey |of| MET Extensibility 4.6 (Installed)
[] Application Initizlization
[] asp
— [/| ASP.NET 3.5 {Installed)
—p /| ASP.NET 4.5 (Installed)
[ cai
—y /| ISAP| Extensions (Installed)
— |f| [SAP] Filters (Installed)
[] server Side Includes
[] WebSocket Protocal
b 1 FTP Server

Feaiures

Description

Application Development provides
infrastructure for developing and
hosting Web applications. Use these
features to create Web content or
extend the functionality of IS, These
technelogies typically provide a way
to perform dynamic operations that
result in the creation of HTML
output, which IS then sends to fulfill
client requests.

5. Go to Web Server(lIS)=> Management Tools < select 1IS Management Console
6. Select lIS 6 Management compatibility; configure 1IS 6 Metabase compatibility role.

Before You Begin Select ane or more rales to install on the selected server,

Installation Tyoe Roles

Server Szlection

|| Metwork Policy and Access Services
Server R [] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
| [m] Web Server (115) (13 of 43 installed)
I W] Web Server (11 of 34 installed)
L 1 FIP Saper
Id . Manaiement ToolsiE of 7 installedi !
e L AR5 Management Console (Installed
4 (W] 1IS 6 Management Compatibility {1 of 4 instal
— |[+/| 15 6 Metabase Compatibility (Installed)
[] 15 6 Management Console
[ 115 6 Scripting Tools
] 115 6 WMI Compatibility
] 115 Management Scripts and Tools
[] Management Service
[] Windows Deployment Services

Feaiuras

Description

115 Management Console provides
infrastructure to manage 15 10 by
using a user interface. You can use
the II5 management console to
manage a local or remote Web
server that runs 15 10, To manage
SMTP, you must install and use the
[15 & Management Consale.
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o Click Next
e In Features, make sure .NET Framework 3.5 & 4.6 features are installed, if they were not
installed configure them as shown below to install.

Before You Begin To remove one or more installed features from the selected server, clear their check boxes.

Server Selection Features Description

Server Roles ENET Framework 3.5 Feature .NET Framework 3.5 combines the
m NET Framework 3.5 (includes .NET 2.0 and 3.0) power of the .NET Framework 2.0

HTTP Activation (Not installed) APls with new technologies for

Nan HTTD Activating (Mot installed) building applications that offer
I 4 W] MNET Framework 4.6 Features appealing user !nterfaces, protect
=[] NET Framework 4.6 your customners’ personal identity

—[] ASP.NET 456 information, enable seamless and
I [m] WCF Services secure communication, and provide

I Background Intelligent Transfer Service (BITS) (Mot the ability to model a range of
BitLocker Drive Encryption (Not installed) business processes.
BitLocker Metwark Unlock (Mot installed)
BranchCache (Not installed)
Client for NFS (Mot installed)
Containers (Not installed)
Data Center Bridging (Mot installed)
Direct Play (Not installed)
Enhanced Storage (Not installed)

e Click Install button
e After installation completed, click Close button

e Restart the server to apply the changes
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IIS Configuration in Windows Server 2008 R2

Go to Server Manager—>select Roles>explore Web Server (1IS) panel=>Click on Add Role Services

Fle action Yiew Help
= %= H

! THZ00%)

[£l i Features 3§
[ @ Diagnestics & wiewy the health of the roles nstalled on your server and add or remove roles and Features.
[ =} Configuration :
[ &5 Storage

[ web Ssrver (115) Help

Provides an manageable, and scalable Web application infrastructure.

~ Role Status [ o to b Server (1I5)

Messages: Mone
System Services: 4 Running, 1 Stopped
Events: None in the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer scan, go to the Best Practices Analyzer tile on this role's homepage and dlick Scan this Rele

~) Role Services: 19 installed Sk add Role Services

FE—— s | = Remave Role Services
&, web Server Installed
& Commaon HTTP Features Installed
& Static Content Installed
& Defaulk Document Instalied
Directary Browsing Mot inskalled

In Server Roles, configure the roles under Web Server (lIS)as shown below:

1. Go to Web Server-> Common HTTP Features, now configure the roles shown in below figure.

Add Role Services E3

=
! I:J;,Iir Select Role Services

Select the role services to install Far Weh Server (I15):

Confirmation Role services: Drescription:

Progress

¢ i web Server provides support For
Results | =) [0 Common HTTE F

HTML ‘Web sites and optional support

! gatures (Installed) for ASP.MET, ASP, and Web server
— Static Content (Installed) exkensions. ¥ou can use the Web
—_— Default Docurent {Installed) Server ko host an internal or external
[] birectory Browsing Weh site or ko provide an environment
[ ] HTTP Errars for developers to create Web-based

applications,
[] HTTP Redirection AR

—_— WebDaY Publishing {Installed)
[E application Development {Installed)
[] Health and Diagnostics
[E security (Installed)

& Petformance (Installed)
|E Management Tools {Installed)
[] FTP Server

[ ] 115 Hostable Web Care

e Default Document
e Static Content
o  WebDAV Publishing
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2. Select Performance, configure Static Content Compression role.

o

Confirmation

Progress

Resulks

Add Role Services

2 (
i I:J_;:z' Select Role Services

Select the role services taoinstall Far Web Server (IIS):
Role services:

ver (Installed)
[E Common HTTP Features (Installed)
[E application Development (Installed)
[] Health and Diagnostics
| Security (Installed)
ey | /| Static Content Compression (Installed)
|: [Drynamic Content Compressian
[E management Tools (Installed)
|: FTP Server
[] 115 Hostahle Web Core

Descripkion:

‘Web Server provides suppart Far
HTML Web sites and optional support
for A5P.MET, ASF, and Web server
extensions. You can use the web
Server bo host an inkernal of exkernal
‘Weh site or to provide an environment
for developers to create Web-based
applications.

3. Select Security, configure Request Filtering role

=

Confirmation

Progress

Results

Add Role Services

2R (
i ':Jj}' Select Role Services

Select the role services toinstall For ‘Web Server (115):

Raole services:

Description:

(Installed)
[E] Common HTTP Features (Installed)
[E application Development (Inskalled)
Health and Diagnostics
(Installed)
Biasic Authentication
[ windows authentication
[] pigest Authentication
[] Client Certificate Mapping Authentication
[] 115 client Cettificate Mapping Authenkication
[] URL Autharization
_) Request Filkering (Installed)
|: IF and Domain Restrictions
[E] Performance (Installed)
[E Management Tools {Installed)
|: FTP Server
[] 115 Hostable Wweb Core

weh Server provides support for
HTML Web sites and optional suppaort
for ASP.MET, ASF, and Web server
extensions, You can use the Wehb
Server to host aninkernal or external
weh site or to provide an environmenk
for developers ko create Web-based
applications.
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4. Select Application Development, configure the below roles.

o ASP.NET

e .Net Extensibility
e [SAPI Extensions
o ISAPI Filters

)
!'{:E Select Role Services

Select the role services toinstall For Web Server (I13):
Confirmation Raole services: Description:

Frogress N ver fInstalled? wieh Server provides support for
—3 ver tnstalled) HTML Web sites and optional support

Results 4 _Common HTTR Features (Installed) For &SP MET, &SP, and ‘Web server
| fpplication Developrent | (Installad) exkensions, You can use the Web

—_— ASPMET (Installed) Server to host an internal or external
—_— MET Extensibiity (Installed) Weh site or to provide an environment
AP (Instaled) for developers ko create Web-based
applications.

[] car
| /| ISAPT Extensions (Installed)
—p ISAPI Filkers (Tnstalled)
[ server side Includes
[] Health and Diagnostics
& security (Installed)
& Performance {Installed)
[E Management Tools (Installed)
[] FTP Server
[] 115 Hostable web Core

5. Go to Management Tools—>select IIS Management Console
6. Select IIS 6 Management compatibility; configure 11S 6 Metabase compatibility role.

Add Role Services

= _
!'fl}' Select Role Services

Select the role services to install For Web Server (I133:

Confirmation Ruole services: Description:
Progress Managerment Tools provide
& ] web server (Installed) n infraskruckure to manage a weh
Resulks A=l = | Sl server that runs 115 7, You can use
—_— /] 115 Management Cnnsnle {Installed) the IIS user inkerface, command-line
[] 115 Management Scripts and Tools tools, and scripts ko manage the Web

server, You can also edit the

[] Mamagement Service : - -
configuration Files directhy.,

= [E 115 & Management Compatibility (Installed)
— 115 6 Metabase Compatibilicy (Installed)
[] 115 & WM Compatibility
[] 115 & Scripting Toals
|: 113 & Management Console
|: FTP Server
[ 115 Hostable Web Core
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Note: To host applications and to open IIS Manager we need to select IIS Management Console in

Management tools.

e Click Next
e Click Install button.

After installing roles, we need to configure features in Server Manager.

7. Go to Server Manager—>Select Features = Click on Add Features

B, server Manager
File Action Yiew Help

L e ]

=y Server Manager (WINZ0DS)

Silr=ctures
3 Diagnostics
it Configuration
&5 storage

h} Wiew the status of Featurss installed on this server and add or remove features,
B

~) Features Summary
~) Features: 3 of 42 installed

Group Policy Managsment
Remate Server Administration Tools
Rols Adninistration Tooks
AD DS and AD LDS Tools
AD DS Tools

[ Features summary Help

G Add Features

i Remove Featurss

8. In Features, make sure .NET Framework 3.5.1 features are installed, if they were not installed

configure them as shown below to install.

=
":?ﬂ.a Select Features
©

M Select one or more Features ko install on this server.,

Confirmation Features:

Progress MET Fram 5.1 Features | {Installed)
—_— .MET Framework 3.5.1 {Installed)
[] wCF Activation
[ Background Inteligent Transfer Service (BITS)
|: BitLocker Drive Encryplion
[] Branchcache
|: Connection Manager Adminiskration Ki
[ Desktop Experience
|: Directiccess Management Cansole
[ Failover Clustering

Results

Add Features Wizard E

[rescripkion:

| Microsoft WET Framework 3.5.1

combines the power of the \MET
Framewark 2.0 APIs with new
technologies For building applications
that offer appealing user interfaces,
proktect your customers' personal
identity informatian, enable seamlass
and secure communication, and
provide the ability to model & range of
business processes,

9. Click Next

10. Click Install button

11. After installation completed, click Close button
12. Restart the server to apply the changes
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SQL SERVER 2014/ 2016 Configuration with Windows Authentication

e Open the SQL manangement Studio login with sa acccount right click on the login.Click on the
new login and add the domain user with local admin rights.

-'53 Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help

P - S @ Newouey | 4 @9 -0 -8-55] |

Object Explorer > 1%

Connect~ 3} 3 m T [&] 5

o [ WIN2016 (SOL Server 12.0.5000.0 - sa)
3 Databases

= [ Security
[SgEF} Login<

»
=
2
=

3

Filter »

Start PowerShell
Reports 3

Refresh

NT SERVICEVWinmgmt
sa
3 Server Roles
34 Credentials
3 Cryptegraphic Providers
3 Audits
3 Server Audit Specifications
3 Server Objects
3 Replication
1 AlwaysOn High Availability
3 Management
3 Integration Services Catalogs
[ Ch S0L Server Agent (Agent XPs disabl

bbb

e Click on search button.

.'->3
File Edit View Debug Tools Window Help
Sy B e £
P v e | Q) New Query [y pefy il i | g Login - New — O X
COhbject Explorer 1 x Selecta page gscnm - L}l Help
Connect~ 3 3 m T 2] .5 2 General
— %4 Server Roles
= (& WIN2016 (SOL Server 12.0.5000.0 - sa) # User Mapping e || T
[ Databases E} Securables ® Wi d. T -
= 3 Security _&2 Status indows authentication
= Ca Logins () 5QL Server authentication
&, #2MS_PolicyEventProcessing
&, #2MS_PolicyTsqlExecutionL:
A MAVERICK\administrator
A NT AUTHORITY\SYSTEM
S NT Service\MSSQLSERVER
A NT SERVICE\SQLSERVERAGE
A NT SERVICE\SOLWriter
A NT SERVICE\Winmgmt
A sa
3 Server Roles () Mapped to cerfficate
3 Credentials .
M, d b etric k
3 Cryptographic Providers ) e
£3 Audits — [] Map to Credertial
Ca SeNer.Audlt Specifications Server: Mapped Credentials Credential Provider
[ Server Objects WINZO16
3 Replication
3 AlwaysOn High Availability ‘s:;””em”'
[ Management ) )
3 Integration Services Catalogs 2 Mew connection propsrties

e (Click on Locations button.
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B
File Edit View Debug Tools Window Help
Gv il 5 e | D NewQuery (3 £ 0 [ 5
Dbject Explorer > 1 x
Connect~ & &) m °F g;
= Ld WIN2016 (SOL Server 12.0.5000.0 - sa)

1 Databases

= 3 Security

= 3 Logins

##MS_PolicyEventProcessing
#2MS_PolicyTsqlExecutionly
MAVERICK\administrator
NT AUTHORITY\SYSTEM
INT Service\MSSOLSERVER
NT SERVICE\SQLSERVERAGE
T SERVICEVSOLWriter
INT SERVICE\Winmgmt
ca
[ Server Roles
[ Credentials
3 Cryptographic Providers
3 Audits
3 Server Audit Specifications
[ Server Objects
[ Replication
[ AlwaysOn High Availability
3 Management
[ Integration Services Catalogs

1 L . - ST

Select User or Group x

4 Select this object type:

|User or Buit-in securty principal | Obiect Types... Search...

4 From this location:
[win2016 | Locations... |

Enter the object name to select (zxamples):
| Check Names

Advanced... 0K Cancel

bbbk

(O) Mapped to certficate

(C) Mapped to asymmetric key

Conneclion [] Map to Credential

Server: Mapped Credentials Credertial Provider
WINZ016

Connection:
sa

&Y View connection properties

e Select the domain name and click on OK button.

=
File Edit View Debug Tools Window Help
Pl i T e | L NewQuery [y 4 P 1|
Object Explorer X
Connect~ 43 3 m T (] 5
£ b WIN2016 (SQL Server 12.0.5000.0 - s3)
[ Databases
3 Security
= 4 Logins
&, #2M5_PolicyEventProcessiny
&, #2Ms_PolicyTsqlExecutionLs
MAVERICK\administrator
NT AUTHORITY\SYSTEM
NT Service\ MSSOLSERVER
NT SERVICE\SQLSERVERAGE|
NT SERVICE\SQLWriter
NT SERVICE\Winmgrnt
sa
[ Server Roles
[0 Credentials
[ Cryptographic Providers
[ Audits
[0 Server Audit Specifications
[ Server Objects
[ Replication
[ AlwaysOn High Availability
3 Management
[ Integration Services Catalogs
[ SQL Server Agent (Agent XPs disabl

Rl

Locations X

Search

Select the location you wart to search.

Location:

G o

PRbbPRR

Connection [ Mapto Credential

Mapped Credertizls Credential Provider

Server:
WIN2016

Connection:

]

3 View connection properties

El

Default database: master ~
<default> ~

Defautt language

e Type the User name which has been assign the local admin rights and click on OK button.
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S
File Edit View Debug Tools Window Help

Dl G | D Nevauey RS g

-5 5 S [e] -

Object Expl
Ject Sxplorer Select User, Service Account, or Group X
Connect~ 3 3 @ T 2] .5 ‘
= [ WIN2016 (SOL Server 12.0.5000.0 - sa) Select this object type: :l R
Searc
[ Databases |L|serur Builtin security principal ‘ T T
& 3 security From this location
& [ Logins maverick.of
g Locati
A, #2M5_PolicyEventProcessingLogin | | [ Locstens
£, #2MS_PolicyTsqlExecutionLogings Enterthe object name to select (xamples):
A& MAVERICK\administrator Wiliam (Wiliam @maverick.orgl] Check Names
A MAVERICK\sfraaz
A NT AUTHORITY\SYSTEM
A NT Senvice\MSSQLSERVER
A NT SERVICE\SOLSERVERAGENT Advanced. Cancel
A NT SERVICE\SQL Whriter
A NT SERVICE\Winmgmmt
A sa O Mappedto certificate

[ Server Roles
[ Credentials
[ Cryptographic Providers Conmecian

(O Mapped to asymmetric key
[ Map to Credential

3 Audits Sarver Mapped Credenticls Credertia Provider
[ Server Audit Specifications e
[ Server Objects
Conmection

[3 Replication
[3 AlwaysOn High Availability
[ Management

[ Integration Services Catalogs
[ SQL Server Agent (Agent XPs disabled) i

Ready Default database master o
<defact> >

52

] View connection properties

Default language:

e After adding the local admin User give the permissions.

=]
File Edit View Debug Tools Window Help
- - T | D Newuey [ 6B B 51 5 Login - New ~ o x
Object Explorer EStarar EP——
Connect~ %) %) m T (7] . £y General| Foow ~ Bt
- 4 Server Roles
B (B WIN20T6 (SQL Server 120.50000 - s2) 12 User Mapping Login name MAVERICKwilliam Search,
[ Databases ' Securables
= 3 Security  Status @® Windows authentication
= A Logins () SQL Server authentication
B, 2205 _PolicyEventProcessingLogin#
&, ##MS_PolicyTsqlExecutionLogin##
A MAVERICK\administrator
A MAVERICK\afraaz
& NT AUTHORITV\SYSTEM
A NT Service\MSSQLSERVER
A NT SERVICE\SOLSERVERAGENT
& NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
A s (O Mappedto crficats

@ (3 Server Roles
(3 Credentials

(O Mapped to asymmetric key

[ Cryptographic Providers - ] Map to Credertial
o Server. Mapped Cradentisls Crodoniia -
(3 Server Audit Specifications b

[ Server Objects

[ Replication Connection

AlwaysOn High Availabili
5 Ao sty P ——
[23 Integration Services Catalogs
[ SQL Server Agent (Agent XPs disabled) C)

Ready Defauit database master o

<default> ~

Defaut language
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Select server roles option for the selected user and check the option dbcreator and sysadmin in

Server Roles.

'

File Edit View Debug Tools Window Help
Pl il 5 | S NewQuery [ 0 |

- G-

5 Login - New

Object Explorer
Connect %3 %) m T 2] .5

v I X

g.‘icrim v L’j Help

=] m WIN2016 (SQL Server 12.0.5000.0 - sa)
1 Databases

T
128 User Mapping
% Securables

Server role is used to grant server-wide security privieges to a user.

B 3 Security 2 Status
= (3 Logins Server roles
&, 22MS_PolicyEventProcessing (] bulkadmin
&, #2MS PolicyTsqlExecutionl | Z
A MAVERICK administrator %p‘rz;slzimm
A NT AUTHORITV\SYSTEM i b
& NT Service\MSSOLSERVER [] securityadmin
A NT SERVICE\SQLSERVERAGE [ serveradmin
& NT SERVICE\SQLWriter (] setupadmin
& NT SERVICEWinmgmt &) sysadnin
A s

[ Server Roles

1 Credentials

(3 Cryptographic Providers
3 Audits

3 Server Audit Specifications
[ Server Objects

[ Replication

(23 AlwaysOn High Availability
[ Management

3 Integration Services Catalogs
[, 0L Server Agent (Agent XPs disabl

‘Connection

Server:
WIN2016

Connection

3¢ View connection propetties

e After assigning the roles permission click on OK button. After that User will get added to the

Logins successfully.

Az Microsoft SOL Server Management Studio
File Edit View Debug Tools Window Help

P - (S el | L NewQuey [Ty PR 0F PR | o G (3|9 -0 - E-E [ »

> 0 x

|

Object Explorer
Connect= 33 3 T (2] 55
= [ WIN2016 (SQL Server 12.0.5000.0 - sa)
[ Databases
= 3 Security
= 3 Logins
A, ##MS_PolicyEventProcessingLogin##
&y #EMS_PolicyTsqlExecutionLogin#
A MAVERICK\administrator
A MAVERICK\afraaz
A NT AUTHORITVASYSTEM
A NT Service\MSSQLSERVER
A NT SERVICE\SOLSERVERAGENT
A NT SERVICE\SOL Writer

A NT SERVICE\Winmgmt

[ Credentials
3 Cryptographic Providers
3 Audits
3 Server Audit Specifications
3 Server Objects
3 Replication
[ AlwaysOn High Availability
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As mentioned above we can add domain users (Local Admin) details who are trying to install our Active
Directory Manager Pro product in Windows Authentication in Local PC or Accessing database remotely
from another system need to follow the same steps in SQL.

Troubleshooting installation issues

Error: “Server Error in ‘/Active Directory Manager ‘ Application”

After installing with windows Authentication if you get below error then we have to give some special

privileges.

& Access to the path ‘C:\Win... > | |
File Edit View Favorites Tools Help

545 2 Lepide

Server Error in '/ActiveDirectoryManager' Application.

Access to the path 'C:\Windows\system32\awin dfax mnew 1.4.30.xml’ is denied.

Descri : An J during the ion of the current web request. Please review the stack trace for more information about the error and where it
originated in the code
D Is: Syst ! - to the path "'C:\Windows\system32\awin_dfax_mnew 1.4.30.xml" is denied.
ASP.NET is not authorized to access the £ access nights to the resource to the ASP_NET request identity. ASP NET has a base process idenfity
(typcaly(MACr.E}\ASPlETonlSSorNe(\kaSemonlSGandS7 and the configured application pool identity on S 7.5) that is used if the is not & If the
via Y “true”/>, the idenfity will be the anonymous user (typically IUSR_MACH ) or the user

To grant ASP.NET access to a file, right-chick the fie in File Explorer, choose "Properties™ and select the Security tab. Cick "Add™ to add the appropriate user or group. Highight the ASP.N|
account, and check the boxes for the desired access.

Source Error:

An unhandled ption was ted during the execution of the web . I tion regarding the origin and
lcocation of the excepticon can be identified using the exception stack trace below.

Stack Trace:

e Right click on C drive and select properties and go to security tab and click on advanced button
as shown below

(LN S| Drive Tools This PC -0 x
Computer Views Manage v @
T [ This PC v & | [[searchThis pC 2]
T Fawarites 4 Folders (8)
& Downloads Desktop E. Dacurments
= [ Shadow Copies |  FreviousVesions | Quota |

“El Recent places

18 This PC h Dowmnloads

| General | Tools | Hardware | Shaing | Secuity

Music Object name:

] GrouD 01 USer names:

€ Network Pictures Wideos
.%SYSTEM
. . Administrators [$FEE WAdministratars]
<4 Devices and drives (3 o
3 52, Users (SFBE\Users] Hide

Permizsions for CREATOR

DWD Drive (D3 OwMER Allow Deny

== Lacal Disk (i)
Floppy Disk Drive (A =l |
E§y ‘) €5.4 GB free of 79, Tao change permissions. click Edit

Ful control
Modify
Fiead & enecute

List folder contents

Fead
Wit
) ~
For special permissions or advanced settings, Fr—
click Advanced
Qiterns 1 itern selected

ok | [ cancel || cpob |

BFPA resulis ‘ ‘ BPA resulis ‘ ‘ BFA resal
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e In Advance Security setting tab click on Add and Select iusr and give full control permissions and
click on apply button after clicking on apply it display the following message as below

i e
i \ Achvanced Security Settings for Local Disk (2 = = - -
Mame: i i
Ouwrier: Trustedinstaller '5' Change ul
o
Permissions Auditing I Effective Access ||
|
For additional information, double-click a permission entry. To modify a2 permission entry, select the entry and click Edit (if available),
Perrnission entries:
Type Principal Access Inherited from Applies to
3_!‘ Allow SYSTEM Full control Mone This folder, subfolders and files B
3_!‘ Allow Administrators (SFEBEVAdmini...  Full control Meone This folder, subfolders and files
3_!, Allow Users (SFBEE\Users) Read & execute Mone This folder, subfolders and files |
52, Allow Users (SFBE\Users) Create folders / appen...  Mone This folder and subfolders
3_!‘ Allow Users (SFBE\Users) Create files / write data Mone Subfolders only
P Ao ontro o old hfold d
[ add | [ Remowe | [ Edit
[[]Replace all child object permission entries with inheritable permission entries from this object
Ok | | Cancel | | Apply H
i
Windows Security |

You are about ko change the permission sektings on the roak
I_ 4, directory of the startup disk, which can result in unexpected
acrcess problems and reduce secority, Do wau wank b conkinue?

Yes | Mo I

e C(Click on Yes, system file popups will get display click on continue button as below.
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Windows Security

Error Applying Security
l An emar occured while applying securnity infarmation to:
L
C:hpagefile. sy

The process cannat access the file becausze it iz being used by
another process.

| Cantinue I Cancel

e C(Click on Continue for all popup messages until process finish and click on OK button.

e Open the cmd prompt and run as admin and type this command iisreset and then try again.
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Contact Notes:

For technical support or feature requests, please contact us at Support@CionSystems.com or
425.605.5325

For sales or other business inquiries, we can be reached at Sales@CionSystems.com or
425.605.5325

If you'd like to view a complete list of our Active Directory Management solutions, please visit us
online at www.CionSystems.com

Disclaimer

The information in this document is provided in connection with CionSystems products. No license,
express or implied, to any intellectual property right is granted by this document or in connection with
the sale of CionSystems products. EXCEPT AS SET FORTH IN CIONSYSTEMS’ LICENSE AGREEMENT FOR
THIS PRODUCT, CIONSYSTEMS INC. ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS,
IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT. IN NO EVENT SHALL CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT,
CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION,
DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN ADVISED IN
WRITING OF THE POSSIBILITY OF SUCH DAMAGES. CionSystems may update this document or the
software application without notice.

_ Microsoft

GOLD CERTIFIED
CionSystems Partner

CionSystems Inc.
6640 185" Ave NE,
Redmond, WA-98052, USA

www.CionSystems.com

Ph: +1.425.605.5325

This guide is provided for informational purposes only, and the contents may not be reproduced or
transmitted in any form or by any means without our written permission.
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