g CionSystems™

Enterprise Self-Service Portal

Enterprise Self Service

Troubleshooting Common Issues

Software version 5.0.0.0

CionSystems

General Information: info@cionsystems.com

Online Support: support@cionsystems.com

Copyright© CionSystems Inc., All Rights Reserved

Page 1



mailto:info@cionsystems.com
mailto:support@cionsystems.com

© CionSystems Inc. ALL RIGHTS RESERVED.

This guide may not be reproduced or transmitted in part or in whole by any means, electronic
or mechanical, including photo copying and recording for any purpose other than the purchaser's

use under the licensing agreement, without the written permission of CionSystems Inc.

The software application in this guide is provided under a software license (EULA) or non-
disclosure agreement. This product may only be used in accordance with the terms of the

applicable licensing agreement.

This guide contains proprietary information protected by copyright. For questions regarding the

use of this material and product, contact us at:

CionSystems Inc.

6640 185t Ave NE

Redmond, WA-98052, USA
http://www.CionSystems.com
Ph: +1.425.605.5325

Trademarks

CionSystems, CionSystems Inc., the CionSystems Inc. logo, CionSystems Enterprise self-
service are trademarks of CionSystems. Other trademarks and registered trademarks used in

this guide are property of their respective owners.

Copyright© CionSystems Inc., All Rights Reserved Page 2



http://www.cionsystems.com/

Table of Contents

COMMION [SSUBS...ciiiiiiiiiiitii ittt et e e s a e s s e e e s s b et e s s b et e s s aaba e e s s abe e e s saraeessaaras 4
Microsoft Office365 - Install the CMAIELS ......ooueiiiiee et 4
Troubleshooting INStAllation ISSUES .......viii it e e s e e e ssarbeeesnnsneee s 5
WiINdOWS SErVEr 2008 R2........ueiiiiiiiiiieeiteeriiteeiee ettt e sttt e siteesbe e sbeeesbeeesaeeesabeesbesesabeessbeesaseesaneeesareesnseens 5
WiINAOWS SEIVEE 2012......iiiiiiieiiteiie ettt sttt ettt ettt e s b e sae e s et e et e et e e bt e sbeesaeesanesabesabe e neenneennees 19
WiINAOWS SEIVEE 20L6......eiiiiiiiiieiiteeie ettt sttt sttt ettt e s bt e sae e st e st e et e e bt e sbeesaeesanesabe e b e eneenneennees 22
Microsoft Server Patch for ASP.Net 4.0 for fiXing IE 11 iSSUE......cuieiirciiieieciiieeecciieeeeeieee e et e e svene e 26

Copyright© CionSystems Inc., All Rights Reserved Page 3




Common Issues

Microsoft Office365 - Install the cmdlets

To begin using the Office 365 cmdlets, the cmdlets must first be installed.
The requirements for installing the Office 365 cmdlets are as follows

» The following files must be installed
e AdministrationConfig-EN.msi

¢ msoidcli_64.msi

Download links: Microsoft Online Services Sign-In Assistant

Windows Azure Active Directory Module for Windows PowerShell (32-bit

version) Windows Azure Active Directory Module for Windows
PowerShell (64-bitversion)

To install the cmdlets, double-click the AdministrationConfig.msi file.
The installer will add a shortcut to your desktop and Start menu. Click the Microsoft Online
Services Module shortcut to open a Windows PowerShell workspace with the cmdlets.

Alternatively, you can also load the Office 365 cmdlets manually by typing import-module
MSOnline at the Windows PowerShell prompt.

Note: Microsoft Office 365 functionality requires that the Enterprise Self Service application
be installed on Windows Server 2008 R2 only. Microsoft supports interfaces to Office 365 only
from a Microsoft Windows Server R2 server.

If Self-Service is unable to connect to Office 365, displaying “incorrect users name or
password”, verify the user name and password. Confirm that the firewall is allowing traffic on
port 443. Refer to Microsoft Office 365 documentation for firewall port configuration.
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Troubleshooting Installation issues

Windows Server 2008 R2

1. Error: “This setup requires Microsoft .NET Framework version 4.0” displays during
installation

If you see the following screen during installation, you need to install the .NET Framework
version 4.0

i =

Thiz zetup requires the MET Framewark verzion 4.0, Pleaze install the MET Framewark
and run this zetup again. The MET Framework can be obtained from the web, ‘would
wou like to do thig now?

Yes Hao

To install the .NET Framework version 4.0, click on below link. This will redirect to .NET
Framework 4.0 download page.

http://www.microsoft.com/en-in/download/details.aspx?id=17718

B Download Microsoft NET x Y8 e — — - 1 e [ ]

C | [) www.microsoft.com/en-in/download/details.aspx?id=17718 W =

Windows 10 is here

And you can download it for free.*

Get started >

Microsoft NET Framework 4 (Standalone Installer)

Select Language: English v Download

Download and install >.NET Framework4.0, ensure appropriate .NET versions are installed.

2. Error: “You do not have sufficient privileges to complete this installation”
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If you see the following screen during installation, you don’t have the privileges to install the
.msi file of the application.

& =]|

'ou do not have zufficient privileges to complete thiz installation for all ugers of the
machine. Log on as adminiztratar and then retiy thiz installation,

Ok

You have to login as an administrator or you have admin privileges to run the .msi file.
Otherwise you may run the .exe file of the application as an administrator by holding down
shift key and right click the mouse, choose “Run as administrator”.

B Release M= E3 I

(_)(_) | ~ Release - l“all Search Release 2]
Organize Open  Share with +  Mew Folder = ~ [ ﬂ
¢ Eavarites Mame ~ Date modified | Type Size | |

Bl Desktop ﬁ' 724 PM wWindows Installer ... 15,603 KB
4 Downloads 5

Application
=| Recent Places

= Libraries
] Documents Share with 3
J Music Restore previous versions
Pick
) Pictures Send to 3
B videos
Cut
1M Computer Copy
Create shortcut
€ Network Delete
Rename
Properties

3. Error: “This setup requires Internet Information Server 5.1 or higher” displays during
installation

If you see the following screen during installation, you need to install the Application
Development and IIS6 Management Compatibility roles

i e =]

Thiz zetup requires |nternet Information Server 5.1 or higher and ‘windows %P ar higher.
Thiz zetup cannot be installed on YWindows 2000, Please install Intermet Infarmation
Server or a newer operating system and rin this setup again.

Ok

Make sure you have installed the following roles in Server Manager.
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Go to Control Panel—>click on "Turn Windows features on or off” under Programs—>Select
“Roles” under Server Manager->Click on "Add Roles” link button.

Fﬁ Server Manager

=] ES
File Action View Help

e 2=l

i& Server Manager (W) bl

2] .,1. Featires ﬁ
i\ Diagnostics “ Wiew the health of the roles installed on your server and add or remove roles and features,
it Configuration |z

&5 Storage

#| Roles Summary E Rales Summary Help

D= Remove Roles
[t Active Directory Domain Services
b DNS Server
8 \Web Server (115)

~ Roles: 3of 17 installed

*! Active Directory Domain Services E AD DS Help

Stores directory data and manages communication bebween users and domains, including user logon processes, authentication, and directory searches,

~ Role Status

(G0 to Active Directory Domain
Services

Add Roles wizard will be started->select “Server Roles” link button->configure the

“Application Development” and “"IIS6 Management Compatibility” roles as shown
below:

E,, Server Manager

File  Action Wiew Help

&= |2z H

N Server Manager (W1 PR pSmeprrm—" 3
o Roles

Eﬁ Features

Fm Diagnostics ﬁ:? Select Role Services

33"_!; Configuration >

=5 Storage
Before You Begin Select the role services to install For Web Server (I1S):

Server Roles Role services:

Descripkion:

- - - P— 115 & Management Compatibilicy

E IJ;LCLIE:; Certltflcate Mapping Authentication ;I i e canpeb ey ey
UChorization

e wour applications and scripts that use
i Request Filtering the twa 115 APTs, Admin Base Object
|:| IF and Domain Restrictions

Web Server (I15)

(ABO) and Active Direckory Service
Frogress = [@ Performance Interface (ADSI). You can use existing
s Skatic Cantent Compression 115 6 scripts ko manage the IIS 7 Web

|:| Drynamic Conkent Compression server.
= [E Management Tools
115 Management Console
[] 115 Management Scripts and Tools

& Management Compatibility
115 6 Metahase Compatibiicy
115 6 WML Compatibility
115 6 Scripting Tools
115 6 Management Console
El L FIF Server
|:| FTP Service
[] FTP Extensibilicy
[ 115 Hostable Web Core

More sbout role services

< Previous | Mext = I Inistall Cancel

After installing the roles, restart the server to apply the changes.

4. Changing “Application pool Identity” for DefaultAppPool in [ISManager
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In some case, you have to change the application pool identity to the username and
password you provided at install.

Process is

e Start Run command->type “inetmgr”’->I1IS Manager Window will be opened.

o Go to Application Pools>DefaultAppPool->right click and select "Advanced

Settings—>Select “Identity” under Process Model->click on ellipsis button->Select

“Custom account”->click on “Set”"->Provide “"User name, Password and Confirm
password” details>click OK->click OK

I Py ————

“EInternet Information Services {IIS) Manager 7]
@ ) [ v winzoo v Applicstion Pools | {General) ; = 7] 1@~
— MET Framewark Version w20
File  W%iew Help Enable 32-Bit Applications False
[Eomemen | e et nens CAcns
— q" Appllc: Name DefaulkappPonl
1 |8, §' Queue Length 1000 & add Application Paol...
& Start Page . Start Automatically True Set application Pool Defaults...
B Qj WiNzo \ad This page lets ytnu ¥ @ cpu h worker e
3 application Paols pracesses, comam Limit 0 Anplcation FonliiSh
@/ Sites Filter: Limit Action No#ction B Start
Name = Lirmit Interval {minutes) 5 I B stop
m Processor Affinity Enabled False — 2 Recyde...
@Defaulmpppnnl =] ';::::zir::::l besk LT N Edit Application Pool
ApplicationPoolIdentity| | [=] Basic Settings...
T T OO LTI Es T g ul Recyding...
Load User Profile False Advanced Settings. ..
Maximum Worker Processes 1 Renarme
Ping Enabled True
Ping Maximum Respanse Time {seconc 90 K Remove
Ping Period (seconds) 30 Yiew Applications
Shutdavn Time Limit (seconds) a0 .
Fapbun Time Limit {seronds) an = @ Help
Identity Online Help
[identity Type, username, password] Configures the application pool to run as
built-in account, i.e. Application Poal Identity (recommended), Network Service,
Local Systern, Local Service, or as a specific user identity.
| _
Rty o | caea | S

Advanced Settings = Ed
E Internet Information Services (II5) Manager
@ S [ ¥ v wiIMzoos-& »  Application Pools |2 {General} =
= = .MET Framework Yersion vz.0
File  Wiew  Help Enable 32-Bit Applications False
[Cennestians I [ | [ereesemesineveds o
- P Farme DefaultappPool
Applic:
Q- lZ I8 =) P Queue Length 1000
5 Stark Page Start Autornatically True
=185 WINZODE-A (OXYGEMYad This page lets vou v |5 cpiy h vorker
Sl processes, contain ¢ — =
% Application Pools ] Application Pool Identity = E3
& Sites Filter:
| € Built-in account:
Mame -~ |
Lo Classic .MET fpy | [2pplicatiorFPaciTdentity =1 -
f
LY pefauitappPoct II £ Custom account: | G
1 Set...
1
i
r
f Ok | Cancel |
'
Fing Period (seconds) n}
SHi P ———— EE -
Iden | User name:
Oden | ool ko run as
built- tyaork Service,
e — Local Password:
. L |
Feady Confirm password: I Cancel I
i

(e

cancel |
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Error: “Server Error in ‘/Enterprise Self Service * Application”

If the login fails after trying ‘admin’ & ‘admin’ (without quotes): see the solution below

75 The current identity (DXYGEN\stuart) does not have write access to 'C:\Windows\Microsoft.NET\Fr - Windows Internet Explorer

P ——— ol (O
€54 = [ him dosathostjactvebirectoryReparier/Usertogin, s =l [#2x] [ 8ng
.7 Favorites |=u”;, ] Suggested Sites | Web Slice Gallery ~

& The currert dentity (OXYGEMigtusrt doss ot have ... | |

% - Bl - e - Page- Safety - Took - i@

Server Errorin /. * Application.

ASP.NET Files'.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where f originated in the code.

Exception Details: System Wb HitpExceptior: The current identty (OXYGEN\shuart) does not have write access to G HET o

ASP NET Files".
Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and location of the exception can be
identified using the exception stack trace below.

Stack Trace:

[HttpException (0xB0004005): The current identity (OXYGEN\stuart) does not have write access fo 'Ci\Windows\Microsoft.NETAFrameworkédiwd.0.303100Temporary ASPLNET Files'.]
System.Web. HttpRuntime. SetUpCodegenDirectory (CompilationSection compilationSection) +11562511
System.Web. HttpRUntime. HostingTnit (HostingEnvi ronmentFlags hostingFlags, Policylevel policylevel, Exception appDomainCreationException) +323

[HttpException (0xBO004005): The current identity (OXYGEN\stuart) does not have write access fo 'Ci'Windows\Microsoft.NET\Framenorked\w4.0.30310\Temporary ASPLNET Files'.]
System.Web. HttpRuntime. FirstRequestTnit(HttpContext comtext) +11524352

System.Web. HEtpRUtime . EnsureFirstRequestInit(HttpContext context) +141

System.Web. HttpRuntime. ProcessRequesthotificationPrivate (TT157WorkerRequest wr, HttpContext context) +4782309

The current identity (OXYGEN\stuart) does not have write access to 'C:\Windows\Microsoft. NET\Frameworké4\v4.0.30319\Temporary

L

icrosoft SOL Server Management Studio

File Edit ‘iew Tools ‘Window Community Help

P D Newouery | [y | £5 0 g | |5 H S | 8 o

; - nnect to Server
Connect 3} 2l m T __j
Microsoft*

2 SQLServer2008Rr2

Server twpe: I [ atabase Engine

Server name: Iwin2DDB-A

Please make sure you hd Authenticatior:
provided this account du

LUzer name: DY GEM S administratar
installation of the applica

Paszword: |

™| Bemember, passivord

Connect I Cancel | Help Options »»

Start the sql server management studio and note the sqgl connection string and username.
You have to provide this username during the install of Enterprise Self-Service Portal (refer

page 9 - Application Authentication popup window). Otherwise whatever username you

provided you have to provide SQL privileges.

Also, check the IIS role and ensure the Windows and Basic authentication are enabled.
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6. Error: SQL Login failed during the database configuration of application

SQL Login fails

SOL Server Configuration i | X—l

Please make sure pou have the following in place before continuhg the install

-Access bo SOL databaze, uzer name and paszword.

' |lse Existing Database SOL Server
" Create Mew Database Help

— Prowide Configuration Details

Server Mame: Iwin2DDB-A

Port Humber:  |1433 Default 1433 for TCP

Authentication: ISQL Server Authentication j

Login: Isa

xxxxxxxx

P. d:
aEsWor | other end of the pipe.)

Test Connection

& transport-level error has occurred when sending the request to the
server, (provider: Shared Memory Pravider, error: O - Mo process is on the

This can happen because the firewall is blocking ports. Check the firewall and SQL to ensure
the right SQL ports are open. Probably TCP/IP channel is disabled under SQL Server

Configuration Manager. So go there and enable all TCP/IP options

Below is an example

e Click on start >All programs—>Microsoft SQL Server 2008 R2->Click on Configuration

Tools>Click on SQL Server Configuration Manager

F= Sql Server Configuration Manager

File  Action Wiew Help

e |2 Bo=H

‘@ S0L Server Configuration Manager {Local) Mame | Order | Enabled
o 50L Server Services 3 shared Memary 1 Epabled
| 50L Server Metwork Configuration (32bit) W TCRIP 3 Enabled

b 20l M3 g0t 10,0 Configuration (32bit)  r=TreTPines Enabled
T
-__;: Client Protocals V1A Disabled

5 Aliases
= _E_ S0L Server Mebwork Configuration
== Protocols For MSSQLSER\-‘ERI

> SCOL Mative Client 10,0 Configuration
=4 Clienk Prokocals

% Aliases
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Make sure all TCP/IP channels are enabled

Sql Server Configuration Manager

File  Action Wiew Help

o= | E=H

@ S0L Server Configuration Manager (Local)
SQL Server Services
H 5qL server Network Configuration (32bit)

= . . S0L Mative Client 10,0 Configuration {32hit)
= Clierk Protocals
Aliases

= ﬂ S0L Server Network Configuration
EF Protacals For MSSOLSERYER

= .. 5L Mative Client 10.0 Configuration

Client Protocols
B pliases

| Crder | Enabled
1 Enabled
3 Enabled
2 Enabled
TCP/IP Properties [ 7]
Fratocol |
[ = L
1433
Enabled s
Keep Alive 30000
Keep alive Interval 1000
Default Port
Default port on which connection will be made
ok I Cancel Apply Help

Make sure TCP/IP Port has 1433

Sql Server Configuration Manager

File Action Wiew Help

o=z |E=H

@ SL Server Configuration Manager (Local)
SQL Server Services
|, 50U Server Metwork Configuration (32bit)
. . SOL Mative Client 10.0 Configuration {32bit)
2 Client Protocols
% aliases
= E SOL Server Metwork Configuration
E‘F Protocols For MSSQLSERVER
= .. SQL Mative Client 10,0 Configuration

=L Client Protocols
5 Aliases

=]

Protocol Mame

| Status

W shared Memnory
¥ Mamed Pipes
S TCRIP

Wovia

Enabled
Disabled
Enabled
Disabled

TCP/IP Properties

Protocol  |P Addresses I

E 1p1 |

Active

Enabled

IP Address

TiCP Drvnamic Porks

fes
Mo
192.1658.1.174

| TP Part

1433 |

P2

1P3

[1p4]

[E1eai_]

TP Dynamic Porks

| TcRPort

1433 |

IP4

Co ]

Cancel | Apply | Help

Select TCP/IP, go to properties, in properties window select IP Addresses tab.

In IP1 set TCP Port as 1433 and in IPAIl set TCP port as 1433, Click on OK

Copyright© CionSystems Inc., All Rights Reserved
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Q, Services _ O] x|
File Action Wiew Help
e |=lc=HmE[>» = n»
= £} Services (Local)

SQL Server {(MSSQLSERYER) Mame - I Description I Skatus | Startup Type | Lonﬂ
‘£hRouting and Remate Access Offers rout. .. Disabled Lo L4

Stop the service {ELRPC Endpoint Mapper ResolvesR... Started Bukomatic e

;sz:rmi;'::ri\fie i£hsecondary Logon Enables st... Manual L

- ‘ELsecure Socket Tunneling Pratocol 5. Provides s... Manual Lo
£k Security Accounts Manager The startu...  Started Autamatic Lo

Descriptian: ) Lk Server Supports il Started Aukamatic Lo

Provides storage, processing and ) & i i -

controlled access of data, and rapid L hshell Hardware Detection Provides .., Starked Aukomatic Lin

transaction processing, LhSmart Card Manages a.., Manual L
L5 Smart Card Remaval Palicy Allows the ... fanual Lo
LLSNMP Trap Receives tr... fanual Lo
iEh5oftware Protection Enablesth...  Started Aukomatic (0., Me
‘£ 5pecial Administration Console Helper — Allows adm. .. Manual L
{EL5PP Notification Service Provides 5., Started Manual Lo
1 S0L Active Directary Helper Service Enables int. .. Disabled Lo

I@SQL Server (MSSQOLSERVER) I Provides st...  Starked Automatic e
[CLSOL Server Agent (MSSQLSERVER) Executes j... Manual Lo
|{(_5;SQL Server Browser | Provides 5., Started Manual Lo

L2500 Server Reporting Services (M3,..  Manages, ... Started Automatic Lo
£550L Server Y535 Writer Provides th,., Started Automatic Lo
£1.550P Discavery Discovers ... Disabled Lo

e Restart SQLServer and SQL Server Browser services

To open above ports in Windows firewall, run the below command from command
prompt

netsh advfirewall firewall add rule name = SQLPort dir = in
protocol = tcp action = allow localport = 1433 remoteip =
localsubnet profile = DOMAIN

Connecting to remote database:
To connect remote database, please check the following settings:

1. Make sure SQL Browser Service is in running state in SQL Server Configuration
Manager

= sql Server Configuration Manager [_ Ol =]

File  Action View Help

Lol AR I=RENN  RCRnoNc)

@ SGL Server Configuration Manager (Local) Marne | State | Start Mode | Log On As Process ID | Service Type
£] 0L Server Services E)SQL Server (M35C... Running Aubomatic .Y \administrator 1860 S0L Server
. SQL Server Metwork Configuration (3Zbic) L L L Autarnatic LacalSystem 1585 Report Server

L Mative Client 10,0 Configuration (32bit)
. 90L Server Metwork Configuration
 S0L Mative Client 10,0 Configuration

Manual
Manual LocalSystem

' Running

S0L Agent

2. Check is if Remote Connections are enabled on your SQL Server database.
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Connect to the server, right click the server and open the Server Properties.

r-j:.,_: MMicrosoft SOL Server Managenent Studio

Fil= Edik Wieuwa Debua Tool=s htirnd oo CornrnidriE s Help

L rew query | [y | B 56 B | (s | == EH & | B o

Conresck, ..

[ Securiby Drisconneck
Serwver Dbhiscks

FR.egisker. ..

Ca
[ Replication
Ca

Managsmenk Mew Guery

Sckiviky Monibor

Skark
Stop
Pause
Resume

Resktark

Policies »

Facsks

Sktark PowveerShell

R.eporks »

Befresh

Propertics

="

Copyright© CionSystems Inc., All Rights Reserved
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E Server Properties - CIONZZ-PC =] E3

# General
125 Memony
1 Processors
A G e ity
e Conn

D atabaze Settings
4 Advanced

12 Parmnissions

Server
CIONZ22-PC

Connection:
3

¢ Wiew connection properties

L;S Script - u Help

Connectiohs

bd asimumn rnumber of concurrent connections [J = unlimited):

o =

[~ Use query governor to prevent long-running queries

=

Default connection optionz:

[ implicit tranzactions -
[ eurzor cloze on canmmit

[ ansi warningz

[ ansi padding

[] &MSI NULLS

[ arithmetic: abork

[ arithmetic ignore ;I

Femate zerver connections

v allow remate connections to this server

Riernote query timeaut [in secands, 0 = no timeaut]):
IEDDDD 3:

[~ Require distibuted transactions for server-to-server communication

Copyright© CionSystems Inc., All Rights Reserved
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3. In firewall enable UDP port (By Default 1434) for SQL Browser

e Open the Control Panel and navigate to Windows Firewall.
# Windows Firewall =]
Gk h = |ﬂ - Control Panel = System and Security = Windows Firewall - I‘ZJJ I Search Control Panel Ef]
(7]
Control Panel Hame Help protect your computer with Windows Firewall
&llavs a program or Feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer through the
through Windows Firewall Internst or a netwark,
'Ei!' Change notification settings How does a firewall help protect my computer?
3 what twork locations?
H' Turn Windaowss Firewal on or off =L are network locations
“’-‘-,' Restore defaults . a.' Domain networks Connected d
[=5] i
I E‘l Advanced settings I Metworks at a workplace that are attached to a domain
Troubleshoot my network,
Windows Firewall state: on
Incoming connections: Elock all connections ko programs that are not on the list of
allowed programs
Active domain netwaorks: L:EJ oxygen.local
Motification state: Do not notify me when Windows Firewall blocks a new
program
. a.' Home or work {private) networks Not Connected j‘
. a.' Public networks Mot Connected j‘
L]

Click on Advanced Settings on the left hand side and you should see the Windows

Firewall with Advanced Security. Select the Inbound Rules on the left hand side and
click on New Rule... on the right hand side.

# New Inbound Rule Wizard

E

Select the type of firewall rule to create.

Steps:

+ Rule Tupe “wihat type of rule would vou like to create?
@ Protocol and Ports
@ Action " Program

@ Profile Fiule that controls connections for a program.

“ Name
Hule thal controls connections for a TCP or UDP port.

" Predefined:

I;"—‘Aclive Diirectorny Damain S ervices
Rule that cantrolz connections far a Windows experience.

" Custom

Custorm rule.

Learn more sbout rule pes

< Back I Mext » I Cancel
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e This opens the New Inbound Rule Wizard, under the Rule Type choose Port and click
the Next button

# New Inbound Rule Wizard
FProtocol and Ports
Specify the protocols and ports bo which thiz rule applies.
Steps:
» FRule Type Does this rule apply ta TCP or LDFE?
Pratocol and Ports . TCP
@ Action * UDP
@ Profile
@ MName . "
Does thiz rule apply to all local ports or gpecific local porte?
" Al local ports
i* Specific local ports: I‘I 434
Example: 80, 443, 5000-5010
Learn more about protocol snd porks
< Back I Mext > I Cancel
Copyright© CionSystems Inc., All Rights Reserved Page 16
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Select the UDP protocol and in the Specific local ports enter port number 1434. To
proceed with the settings SQL Browser services, click the Next button

#* New Inbound Rule Wizard u

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
Fule Tupe “What action should be taken when a connection matches the specified conditions?
Frotocol and Ports B
. i+ Allow the connection
Al Thiz includes connections that are protected with IPsec az well as those are not.
Frofile

" Allow the connection if it is secure

M arme .. . . . .
This includes only connections that have been authenticated by using IPsec. Connections
will b2 gecured uzing the settings in IPsec properties and rules in the Connection Security
Fule node.

Custonmize. .. I

i~ Block the connection

Learn more about actions

< Back I Mext > I Cancel I

In the Action dialog choose Allow the connection and click the Next button

@ Mew Inbound Rule Wizard E3 w

Profile

Specify the profiles for which thiz rule applies.

Steps:
Fule Type “When does this rule apply?
Protocol and Ports
Action M Domain
Frofila Applies when a computer is connected bo itz corporate domain.
Mame I Private

Applies when a computer iz connected to a private nebwork location.

M Public

Applies when a computer i= connected to a public network location.

Learn more about profiles

< Back I Mext > I Cancel I
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In the Profile dialog choose all three profiles and click the Next button

[ ]
* new Inbound Rule Wizard

MName

Specify the name and description of this rule.

Steps:
@ Rule Type
Protocol and Ports

Action
Profil hioe:
[SOL Browsed

Mame

666

Descnption [optional):

< Back I Finish I Cancel I

e Give the rule a name as “SQL Browser” and click the Finish button.

Note: To connect to remote database through windows authentication, the system must be
member of that domain and that domain user has to be added in SQL database security

logins

t_i:.:_:. Microsoft SQL Server Management Studio
File Edit “iew Debug Tools ‘Window Community Help

E S Newquery | [y | £ 1 B | |5 H S | 2

0 plorer
Connect ~ 21 & w F E
= Lﬂ win2008-4 (0L Server 10,50,1600 - sa)
[l Databases
= [ Securicy
=
& ##M3_PolicyEventProcessingLoging &
& ##M3_Policy TsqExecutionLoging #
A NT AUTHORITY\SYSTEM
MT SERVICEYMSSOLSERVER
MT SERVICEYSQLSERYERAGENT
A oxvGEMadministrator
A sa
[ Server Roles
[ Credentials
[ Cryptographic Providers
[ Audits
[ Server Audit Specifications
[ Server Objects
[ Replication
[ Management
& S0L Server Agent
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Windows Server 2012

1. Error: “Installation Incomplete” displays during installation

If you see the following screen during installation, you need to install the Application
Development and I1IS6 Management Compatibility roles.

5 ==

Installation Incomplete n

The inztaller was interrupted before - could be inztalled. *r'ou need to restart
the installer bo bty again.

Click "Cloze'" to exit,

Cloze

Make sure you have installed the following roles in Server Manager.
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e Click “Server Manager” on task bar to open, if not available on task bar then click the
Start button to open the start screen. In start screen you can see the Server Manager
e In Server Manager window, click Manager tab and select "Add Roles and Features”

Server Manager =-|a
e ager * Dashboeard
Add Roles and Features
Remave Roles and Features
——— WELCOME TO SERVER MANAGER

= Add Servers
B Local Server Create Server Group
[§ All Servers . . .
- o Configure this local server Server Menager Prapertes
§l ADDS
2 DNS QUICK START

& File and Storage Services b 2 Add roles and features

H: -V .
B Hyper 3 Add other servers to manage
[© IS

WHAT'S NEW
4 Create a server group

5 Connect this server to cloud services
Hide

LEARN MORE

= Add Roles and Features Wizard = [[= -

DESTINATIOMN SERVER

Select destination server hyd.ciomus ocal

Before You Bagin Select a server or a virtual hard disk on which to install roles and features.

@) Select a server from the server pool

Server Selection (_) Select a virtual hard disk

Installation Tyoe

Server Rolas Server Pool
Features
Filter:
Mame IP Address Operating System

Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Mext > Install Cancel
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e Click Server Selection, click Next

e In Server Roles, install the “"Application Development” and “"IIS6 Management
Compatibility” roles as shown below:

DESTINATION SERVER

Select server roles by cioms ocal

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection - . - ~ Application Development provides
4 [B] Web Server (1) (Installed) infrastructure for developing and
4 [H] Web Server (Installed) hosting Web applications. Use these
features to create Web content or

Server

Features

b Common HTTP Features (Installed) i !

Confirmation - R extend the functicnality of IIS. These
b [W] Health and Diagnostics (Installed) technologies typically provide a way
b [E] Performance (Installed) to perform dynamic operations that
b [W] Security (Installed) result in the creation of HTML

[N

lication Develﬂpmenil output, which IS then sends to fulfill

client requests.

NET Extensibility 3.3 1
NET Extensibility 4.5
[ Application Initialization
[] asp
A ASPINET 25 ]

ASP.INET 4.5

[ cal

ISAP| Extensions
. ISAPI Filters |
[[] Server Side Includes
[[] WebSacket Protacol

DESTINATION SERVER

Select server roles by ciomus ocel

Select one or more roles to install on the selected server.

Befors You Begin

Installation Typs Roles Description

Server Selection s A~ IIS 6 Scripting Tools provide the
ISAP| Extensions ability to continue using IS 6
|SAPI Filters scripting tools that you built to

Features i manage 115 6 in IS 7, especially if

Confirmation L] Server Sicle Includes your applications and scripts that
[] WebSacket Protocol use ActiveX Data Objects (ADO) or

b [ FTP Server Active Directory Service Interface

(ADSI) APIs. lIS 6 Scripting Tools
L] 15 Hostable Web Core require Windows Process Activation
| 4 [B] Management Tools (Installed) | Service Configuration API.

115 Management Conscle (Installed)
| 4 15 6 Management Compatibility |
II5 & Metabase Compatibility
II5 6 Management Conscle -,
115 & WMI Compatibility
115 Management Scripts and Tools (Installed
Management Service (Installed)

[] Windows Deployment Services
[] Windows Server Update Services

<|
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e Click Next

e In Features, make sure .NET Framework 3.5 & 4.5 features are installed, if they

were not installed configure them as shown below to install.

Select features

Befors You Begin
Installation Type
Server Sglaction
Server Roles

Confirmation

Add Roles and Features Wizard

Select one or more features to install on the selected server.

Features

4 LMET Framework 3.5 Features

.NET Framework 3.5 (includes .NET 2.0 and 3.0}

[ HTTE Activation
[] MNon-HTTP Activation

4 |v| NET Framework 4.5 Features (Installed

[ WC ed
O Background Intelligent Transfer Service (BITS)

[[] BitLocker Drive Encryption

[] BitLocker Netwark Unlock

[[] BranchCache

[] Client for NFS

[] Data Center Bridging

[] Enhanced Storage

[] Failover Clustering

v| Group Policy Management (Installed)

_I:I-

DESTIMATION SERVER
hyd.cionus.local

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applicaticns that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

e Click Install button

e After installation completed, click Close button

e Restart the server to apply the changes
o Now try to install the application.

Windows Server 2016

1. Error: “Installation Incomplete” displays during installation

If you see the following screen during installation, you need to install the Application

Development and IIS6 Management Compatibility roles

Copyright© CionSystems Inc., All Rights Reserved

Page 22




Lok — x

Installation Incomplete Q

The installer wasz interrupted befare ActiveDirectoryR eporter could be installed. vou need to restart
the inztaller to try again.

Click "Close"" to exit.

Close

Make sure you have installed the following roles in Server Manager.

e Click “Server Manager” on task bar to open, if not available on task bar then click the
Start button to open the start screen. In start screen you can see the Server Manager
¢ In Server Manager window, click Manager tab and select "Add Roles and Features”
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Fﬁ Server Manager

wF DaShboa rd ‘:: Manage Tools  View Help

Add Roles and Features

Remove Roles and Features

WELCOME TO SERVER MANAGER

Dashboard Add Servers

B Local Server Create Server Group
i All Servers 0 Conﬂgure Server Manager Properties
i§i AD DS
& DNS QUICK START
W File and Storage Services b 2 Add roles and features
o s
. 3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud servi
Hide
LEARN MORE
[=a &dd Rales and Features Wizard — O =
Select destination server Wn2016- 0t

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation @ Select a server from the server pool

) Select a virtual hard disk

Server Reles Server Pool

Featuras
Filter:
Mame IP Address Operating System

Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Cffline servers and
newly-added servers from which data cellection is still incomplete are not shown,

[<Previous | [ next> Install

Click Server Selection, click Next

In Server Roles, install the “"Application Development” and “"IIS6 Management

Compatibility” roles as shown below:
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i Add Roles and Features Wizard — O *
DESTINATION SERVER
Select server roles WIN2016.-DC coudrg
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection 4 [W] Web Server (IIS) (13 of 43 installed) Application Development provides
P Web Server (12 of 34 installed infrastructure for develeping and
Faztures [ [M] Commaon HTTP Features (5 of 6 installed) hosting Web applications. Use these
o [ [m] Health and Diagnostics (3 of 6 installed) features to creatfe We.b content ar
Confirmation i [®] Performance {1 of 2 installed) extend the functionality of IIS. These
. [ W] Security (3 of 9 installed) technologies typically provide a way
. ey e | to perform dynamic operations that
@ NET Extensibility 3.5 result in the creation of HTML
INET Extensibilitydlﬁ output, which IS then sends to fulfill
[1 Application Initialization client requests.
[] asp
ASP.NET 3.5
ASP.NET 4.6
1 cal
ISAP| Extensions
ISAPI Filters
[ server Side Includes
[] WebSocket Protocol
i [] FTP Server
i+ [m] Management Tools (1 of 7 installed)
< Previous | | Next > Install
[z Add Rales and Features Wizard — O *
DESTINATION SERVER
Select server roles WINZ015.0C coudorg

Select one or more roles to install on the selected server.

Befors You Begin

Installation Type Roles Description
Server Selection || ASP.NET 2.5 115 6 Management Compatibility
ASP.NET 4.6 provides forward compatibility for
[ cal your applications and scripts that
Fealures |SAP| Extensions use the two 1S APls, Admin Base
Confirmation ISAPI Filters Object (ABO) and Active Directory
[ server Side Includes Service Interface (ADSI). You can use
[] WebSocket Protacol existing 15 & scripts to manage the
v [] FTP Server 115 10 Web server,

115 6 Management Console
IS 6 Scripting Tools
115 6 WM Campatibility
[1 115 Management Scripts and Tools
[ Management Service
[ Windows Deployment Services
[[] Windows Server Essentials Experience
[ Windows Server Update Services

< Previous | | Next > Install

e Click Next
e In Features, make sure .NET Framework 3.5 & 4.6 features are installed, if they
were not installed configure them as shown below to install.
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[ Add Roles and Features Wizard — m] x

1 DESTINATION SERVER
S@|€Ct fea Lures WINZD16-DC cloud.org
Before You Begin Select one or more features to install on the selected server,
Installation Type Features Description
4 [m] NET Framework 3.5 Features (1 of 3 installed) NET Framework 4.6 provides a
it e /| NET Framework 3.5 (includes NET 2.0 and 3.0) comprehensive and consistent
[ HTTP Activation pragramming model for quickly and
[ Non-HTTP Activation sasily building and running
PRI NET Framework 4.6 Features (3 of 7 installed) applications that are built for various
¥ NET Framework 4.6 (Installed) platforms including desktop PCs,
| ASPNET 46 {Installed) Servers, smart phones and the public
; : and private cloud.

O Background Intelligent Transfer Service (BITS)
[T] BitLocker Drive Encryption
] BitLocker Netwark Unlack
[] BranchCache
[] Client for NFS
] Containers
[] Data Center Bridging
[[] Direct Play
[] Enhanced Storage
[] Failover Clustering
| Group Policy Management (Installed)

¢ Click Install button

e After installation completed, click Close button
e Restart the server to apply the changes

e Now try to install the application.

Microsoft Server Patch for ASP.Net 4.0 for fixing IE 11 issue.

We found some issues related to UI alignment, _dopostback and imagebutton click.,
Microsoft released a hot-fix to resolve this issue. Click on below link to download the
Server Update for ASP.Net 4.0 to resolve the IE 11 issue.

Download Link

Refer this article to know more about this
issue. http://support.microsoft.com/kb/2836939

Please download and install the above patch for IE 11 to work correctly

Contact Notes:
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http://www.microsoft.com/en-us/download/details.aspx?id=39257
http://support.microsoft.com/kb/2836939

For technical support or feature requests, please contact us at Support@CionSystems.com
or 425.605.5325

For sales or other business inquiries, we can be reached at Sales@CionSystems.com
or 425.605.5325

If you'd like to view a complete list of our Active Directory Management solutions, please visit
us online at www.CionSystems.com

Disclaimer

The information in this document is provided in connection with CionSystems products. No
license, express or implied, to any intellectual property right is granted by this document or in
connection with the sale of CionSystems products. EXCEPT AS SET FORTH IN CIONSYSTEMS’
LICENSE AGREEMENT FOR THIS PRODUCT, CIONSYSTEMS INC. ASSUMES NO LIABILITY
WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING
TO ITS PRODUCTS INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO
EVENT SHALL CIONSYSTEMS INC. BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL,
PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES
FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF CIONSYSTEMS INC. HAS BEEN
ADVISED IN WRITING OF THE POSSIBILITY OF SUCH DAMAGES. CionSystems may update this
document or the software application without notice.

Microsoft

GOLD CERTIFIED

. Partner
CionSystems o

CionSystems Inc

6640 185" Ave NE,
Redmond, WA-98052, USA
www.CionSystems.com
Ph: +1.425.605.5325

This guide is provided for informational purposes only, and the contents may not be reproduced
or transmitted in any form or by any means without our written permission.
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